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Abstract

Weighted threshold secret sharing was introduced by Shamir in his seminal work on secret sharing.
In such settings, there is a set of users where each user is assigned a positive weight. A dealer wishes to
distribute a secret among those users so that a subset of users may reconstruct the secret if and only if
the sum of weights of its users exceeds a certain threshold. A secret sharing scheme is ideal if the size
of the domain of shares of each user is the same as the size of the domain of possible secrets (this is
the smallest possible size for the domain of shares). The family of subsets authorized to reconstruct the
secret in a secret sharing scheme is called an access structure. An access structure is ideal if there exists
an ideal secret sharing scheme that realizes it. It is known that some weighted threshold access structures
are not ideal, while other nontrivial weighted threshold access structures do have an ideal scheme that
realizes them. In this work we characterize all weighted threshold access structures that are ideal. We
show that a weighted threshold access structure is ideal if and only if it is a hierarchical threshold access
structure (as introduced by Simmons), or a tripartite access structure (these structures, that we introduce
here, generalize the concept of bipartite access structures due to Padró and Śaez), or a composition of
two ideal weighted threshold access structures that are defined on smaller sets of users. We further show
that in all those cases the weighted threshold access structure may be realized by a linear ideal secret
sharing scheme. The proof of our characterization relies heavily on the strong connection between ideal
secret sharing schemes and matroids, as proved by Brickell and Davenport.

1 Introduction

A threshold secret sharing schemeenables a dealer to distribute a secret among a set of users, by giving
each user a piece of information called ashare, such that only large sets of users will be able to reconstruct
the secret from the shares that they got, while smaller sets gain no information on the secret. Threshold
secret sharing schemes were introduced and efficiently implemented, independently, by Blakley [5] and
Shamir [25]. Efficient threshold secret sharing schemes were used in many cryptographic applications, e.g.,
Byzantine agreement [23], secure multiparty computations [3, 10], and threshold cryptography [12].

In this paper we deal withweightedthreshold secret sharing schemes. In these schemes, considered
already by Shamir [25], the users are not of the same status. That is, each user is assigned a positive weight
and a set can reconstruct the secret if the sum of weights assigned to its users exceeds a certain threshold. As
a motivation, consider sharing a secret among the shareholders of some company, each holding a different
amount of shares. Such settings are closely related to the concept ofweighted threshold functions, which
play an important role in complexity theory and learning theory.1
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Ito, Saito, and Nishizeki [13] generalized the notion of secret sharing such that there is an arbitrary
monotone collection of authorized sets, called theaccess structure. The requirements are that only sets in
the access structure are allowed to reconstruct the secret, while sets that are not in the access structure should
gain no information on the secret. A simple argument shows that in every secret sharing scheme, the domain
of possible shares for each user is at least as large as the domain of possible secrets (see [16]). Shamir’s
threshold secret sharing scheme isideal in the sense that the domain of shares of each user coincides with
the domain of possible secrets. Ideal secret sharing schemes are the most space-efficient schemes. Some
access structures do not have any ideal secret sharing schemes that realizes them [4]. Namely, some access
structures demand share domains that are larger than the domain of secrets. Access structures that may be
realized by an ideal secret sharing scheme are called ideal. Ideal secret sharing schemes and ideal access
structures have been studied in, e.g., [1, 6, 7, 14, 17, 18, 20, 22, 24, 29, 32]. Ideal access structures are
known to have certain combinatorial properties. In particular, there is a strong relation between ideal access
structures and matroids [7].

While threshold access structures are ideal, weighted threshold access structures are not necessarily so.
For example, the access structure on four users with weights1, 1, 1, and2, and a threshold of3, has no
ideal secret sharing scheme (see Example 4.9 for a proof). Namely, in any perfect secret sharing scheme
that realizes this access structure, the share domain of at least one user is larger than the domain of secrets.
On the other hand, there exist ideal weighted threshold access structures, other than the trivial threshold
ones. For example, consider the access structure on nine users, where the weights are16, 16, 17, 18, 19,
24 ,24 ,24, and24 and the threshold is92. Even though this access structure seems more complicated than
the above access structure, it has an ideal secret sharing scheme (see Example 7.5). Another example of an
ideal weighted threshold access structure is the one having weights1, 1, 1, 1, 1, 3, 3, and3 and threshold6
(see Example 8.10).

In this paper we give a combinatorial characterization of ideal weighted threshold access structures. We
show that if a weighted threshold access structure is ideal then one of the following statements hold:

1. It is a multilevelor hierarchical threshold access structure. This type of access structures was intro-
duced by Simmons in [26]. In such settings, the users are divided into a hierarchy of levels, and each
level has an associated threshold. A set of users is authorized if it has a subset whose size is at least
the threshold that corresponds to the level of the lowest member in that subset.

2. It is a tripartite access structure. In such access structures, the set of users is partitioned into three
subsets, and a given set is authorized iff the number of users that it has from each of the three subsets
satisfy some threshold conditions.

3. The set of users is composed ofstrongusers (users with larger weights) andweakusers (users with
smaller weights) and the access structure is a combinatorial composition of two access structures, one
that is defined over the subset of strong users and another that is defined over the subset of weak users.

(Formal definitions are given in Section 3.)
Most of the access structures that play part in our characterization are well known [22, 26, 32]. As for

the tripartite access structures, to the best of our knowledge they are introduced herein for the first time and
we design ideal secret sharing schemes for their realization.

The present study generalizes the work of Morillo, Padró, Śaez, and Villar [20] who characterized
the ideal weighted threshold access structures in which all the minimal authorized sets have at most two
users. The proof of our characterization relies heavily on the strong connection between ideal secret sharing
schemes and matroids, as presented in [7]. We utilize results regarding the structure of matroids in order
to understand the structure of ideal weighted threshold access structures. An important tool in our analysis
is composition of ideal access structures. When composing two access structures, defined on two disjoint
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sets, one gets an access structure on a larger set of users. The resulting access structure is ideal if and only
if the original two are ideal. This enables us to characterize ideal weighted threshold access structures in a
recursive manner, as described above. Composition of access structures was studied, e.g., in [1, 4, 8, 11, 19,
31].

Related Work. Secret sharing schemes for general access structures were defined by Ito, Saito, and
Nishizeki in [13]. More efficient schemes were presented in, e.g., [4, 6, 15, 28]. We refer the reader
to [27, 30] for extensive surveys on secret sharing schemes. However, for most access structures the known
secret sharing schemes are highly inefficient, that is, the size of the shares is exponential inn, the number
of users. It is not known whether better schemes exist. For weighted threshold access structures the situ-
ation is somewhat better. Shamir [25] proposed a weighted threshold secret sharing scheme that is based
on his ideal threshold secret sharing scheme. In that scheme, the ratio between the share size of each user
and the size of the secret equals the weight assigned to that user, which may be exponential in the number
of usersn. In a recent work [2], secret sharing schemes were constructed for arbitrary weighted threshold
access structures in which the shares are of sizeO(nlog n). Furthermore, under reasonable computational
assumptions, a secret sharing scheme with computational security was constructed in [2] for every weighted
threshold access structure with a polynomial share size.

Organization. We begin in Section 2 by supplying the necessary definitions. Then, in Section 3, we state
our characterization theorem and outline its proof. We proceed to describe in Section 4 the connection
between matroids and ideal secret sharing, and then prove, in Section 5, several properties of matroids that
are associated with weighted-threshold access structures. Thereafter, we discuss the connection between
ideal weighted threshold access structures and two families of access structures: hierarchical threshold
access structures in Section 6, and tripartite access structures in Section 7. Finally, in Section 8 we complete
the proof of the characterization theorem by proving that if an ideal weighted threshold access structure is
not hierarchical nor tripartite then it is a composition of two access structures on smaller sets of users.

2 Definitions and Notations

2.1 Secret Sharing

Definition 2.1 (Access Structure)Let U = {u1, . . . , un} be a set of users. A collectionΓ ⊆ 2U is mono-
tone if B ∈ Γ and B ⊆ C imply thatC ∈ Γ. An access structureis a monotone collectionΓ ⊆ 2U of
non-empty subsets ofU . Sets inΓ are calledauthorized, and sets not inΓ are calledunauthorized. A set
B is called amintermof Γ if B ∈ Γ, and for everyC ( B, the setC is unauthorized. A useru is called
self-sufficientif {u} ∈ Γ. A user is calledredundantif there is no minterm that contains it. An access
structure is calledconnectedif it has no redundant users.

Definition 2.2 (Secret-Sharing Scheme)Let S be a finite set of secrets, where|S| ≥ 2. Ann-usersecret-
sharing schemeΠ with domain of secretsS is a randomized mapping fromS to a set ofn-tuples

∏n
i=1 Si,

whereSi is called theshare-domainof ui. A dealer shares a secrets ∈ S among then users of some set
U according toΠ by first sampling a vector ofsharesΠ(s) = (s1, . . . , sn) ∈ ∏n

i=1 Si, and then privately
communicating each sharesi to the userui. We say thatΠ realizesan access structureΓ ⊆ 2U if the
following two requirements hold:

CORRECTNESS. The secrets can be reconstructed by any authorized set of users. That is, for any set
B ∈ Γ (whereB = {ui1 , . . . , ui|B|}), there exists areconstruction functionRECONB : Si1 × . . . ×
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Si|B| → S such that for everys ∈ S and for every possible value ofΠB(s), the restriction ofΠ(s) to
its B-entries,

RECONB(ΠB(s)) = s.

PRIVACY. Every unauthorized set can learn nothing about the secret (in the information theoretic sense)
from their shares. Formally, for any setC 6∈ Γ, for every two secretsa, b ∈ S, and for every possible
|C|-tuple of shares〈si〉ui∈C :

Pr[ ΠC(a) = 〈si〉ui∈C ] = Pr[ ΠC(b) = 〈si〉ui∈C ].

In every secret-sharing scheme, the size of the domain of shares of each user is at least the size of the
domain of the secrets [16], namely|Si| ≥ |S| for all i ∈ [n]. This motivates the next definition.

Definition 2.3 (Ideal Access Structure)A secret-sharing scheme with domain of secretsS is ideal if the
domain of shares of each user isS. An access structureΓ is idealif for some finite domain of secretsS there
exists an ideal secret sharing scheme realizing it.

In the ideal schemes for weighted threshold access structures that we construct in this paper, the size of
the domain of secrets is at most2poly(n). This is a comfortable bound since it implies that both the secret
and the shares may be represented bypoly(n) bits.

Most previously known secret sharing schemes arelinear. The concept of linear secret sharing schemes
was introduced by Brickell [6] in the ideal setting and was latter generalized to non-ideal schemes. Linear
schemes are equivalent to monotone span programs [15]. For simplicity we only define ideal linear schemes.

Definition 2.4 (Ideal Linear Secret Sharing Scheme)LetF be a finite field. An ideallinear secret sharing
schemeoverF takes the following form: The domain of secrets and shares isS = F. The scheme is specified
byn+1 vectors inFt for some integert: a vectorTi per userui ∈ U , i ∈ [n], and a so-called target vector
T. To share a secrets ∈ F, the dealer chooses a random vectorR ∈ Ft such thatR ·T = s and then the
share of userui is R ·Ti.

The next theorem characterizes the access structure that is realized by a linear secret sharing scheme.

Theorem 2.5 ([6, 15]) A linear secret sharing scheme with vectors{Ti}i∈[n] andT realizes the following
access structureΓ:

A ∈ Γ if and only if T ∈ span{Ti : ui ∈ A}.

2.2 Weighted Threshold Access Structures

In this paper we concentrate on special access structures, so-called weighted threshold access structures,
that were already introduced in [25].

Definition 2.6 (Weighted Threshold Access Structure – WTAS)Letw : U → N be a weight function on
U and T ∈ N be a threshold. Definew(A) :=

∑
u∈A w(u) and Γ = {A ⊆ U : w(A) ≥ T}. ThenΓ is

called aweighted threshold access structure (WTAS)onU .

It is easy to see that Definition 2.6 does not restrict generality when assuming that the weights and the
threshold are integers. In other words, given a WTAS with real positive weights and threshold, there exist
integer weights and threshold that induce the very same access structure.
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2.3 Terminology and Notations

Throughout this paper we assume that the users are ordered in a nondecreasing order according to their
weights, i.e.,

w(u1) ≤ w(u2) ≤ · · · ≤ w(un).

Let A = {uij}1≤j≤k be an ordered subset ofU , where1 ≤ i1 < · · · < ik ≤ n. In order to avoid two-
levelled indices, we will denote the users in such a subset with the corresponding lower-case letter, namely,
A = {aj}1≤j≤k. We denote the first (lightest) and last (heaviest) users ofA by Amin = a1 andAmax = ak

respectively. For an arbitrary ordered subsetA we letAs,t = {aj}s≤j≤t denote a run-subset. Ifs > t then
As,t = ∅. Two types of runs that we shall meet frequently are prefixes and suffixes. A prefix of a subsetA is
a run-subset of the formA1,`, while a suffix takes the formA`,k, where1 ≤ ` ≤ k. A suffix A`,k is a proper
suffix of A1,k if ` > 1.

We conclude this section by introducing the precedence relation≺. When applied to users,ui ≺ uj

indicates thati < j (and, in particular,w(ui) ≤ w(uj)). This relation induces the following lexicographic
order on subsets ofU :

• ∅ ≺ A for all A ⊆ U such thatA 6= ∅.
• If a1 ≺ b1 thenA ≺ B; if b1 ≺ a1 thenB ≺ A; otherwise,A ≺ B if and only if (A \ {a1}) ≺

(B \ {b1}).

3 Characterizing Ideal WTASs

The main result of this paper is a combinatorial characterization of ideal WTASs. We define in Defini-
tions 3.1–3.4 the building blocks that play an essential role in this characterization. Using these definitions,
we state Theorem 3.5, our main result, that characterizes ideal WTASs. We then outline the proof of that
theorem, where the full proof is given in the subsequent sections.

3.1 Building Blocks

Definition 3.1 (Hierarchical Threshold Access Structure – HTAS)Letm be an integer,U =
⋃m

i=1 Li be
a partition of the set of users into a hierarchy ofm disjoint levels, and{ki}1≤i≤m be a sequence of decreas-
ing thresholds,k1 > k2 > · · · > km. These hierarchy and sequence of thresholds induce ahierarchical
threshold access structure (HTAS)onU :

ΓH =



A ⊆ U : There existsi ∈ [m] such that

∣∣∣∣∣∣
A ∩

m⋃

j=i

Lj

∣∣∣∣∣∣
≥ ki



 .

That is, a setA ⊆ U is in ΓH if and only if it contains at leastki users from theith level and above, for
somei ∈ [m].

The family of HTASs was introduced by Simmons in [26] and further studied by Brickell who proved
their ideality [6]. An explicit ideal scheme for these access structures was constructed in [32].

Remark 3.2 Without loss of generality, we assume that|Li| > ki−ki+1 for everyi ∈ [m−1], and|Lm| ≥
km. Indeed, if|Li| ≤ ki−ki+1 for somei ∈ [m−1], then theith threshold condition in the HTAS definition
implies the(i + 1)th threshold condition and, consequently, theith condition is redundant.
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Definition 3.3 (Tripartite Access Structure – TPAS) LetU be a set ofn users, such thatU = A∪B∪C,
whereA, B, andC are disjoint, andA andC are nonempty. Letm, d, t be positive integers such thatm > t.
Then the following is atripartite access structure (TPAS)onU :

∆1 = {X ⊆ U : (|X| ≥ m and |X ∩ (B ∪ C)| ≥ m− d) or |X ∩ C| ≥ t} ,

Namely, a setX is in ∆1 if either it has at leastm users,(m−d) of which are fromB ∪C, or it has at least
t users fromC. If |B| ≤ d + t−m, then the following is another type of a tripartite access structure:

∆2 = {X ⊆ U : (|X| ≥ m and |X ∩ C| ≥ m− d) or |X ∩ (B ∪ C)| ≥ t} .

That is, a setX is in ∆2 if either it has at leastm users,(m − d) of which are fromC, or it has at leastt
users fromB ∪ C.

TPASs, introduced herein, generalize the concept of bipartite access structure that was presented in [22].
We show that TPASs are ideal by constructing a linear ideal secret sharing scheme that realizes them. Our
scheme is a generalization of a scheme from [22] for bipartite access structures.

Definition 3.4 (Composition of Access Structures)LetU1 andU2 be disjoint sets of users and letΓ1 and
Γ2 be access structures overU1 andU2 respectively. Letu1 ∈ U1, and setU = U1 ∪ U2\ {u1}. Then the
compositionof Γ1 andΓ2 via u1 is

Γ = {X ⊆ U : X1 ∈ Γ1 or (X2 ∈ Γ2 andX1 ∪ {u1} ∈ Γ1) whereX1 = X ∩ U1 andX2 = X ∩ U2} ;

namely,X ⊆ U is authorized in this access structure if eitherX1 = X∩U1 is authorized inΓ1, or X1∪{u1}
is authorized inΓ1 andX2 = X ∩ U2 is authorized inΓ2.

The motivation behind this definition is as follows. We start with an access structureΓ1 overU1. Then, we
allow the replacement of one the users inU1, denotedu1, by substituteusers of a disjoint setU2, whereΓ2

specifies the subsets ofU2 that are legitimate substitutes foru1. Hence, in the setU = U1 ∪ U2\ {u1} that
is obtained fromU1 after replacingu1 with U2, a subset is authorized if it is either a subset inΓ1 that does
not includeu1 or it was obtained from a subset inΓ1 that did includeu1, by replacingu1 with an authorized
subset of substitutes fromΓ2. In Lemma 8.1 we show thatΓ is ideal if and only if bothΓ1 andΓ2 are ideal.

3.2 The Characterization

Following the notation convention in Section 2.3, the setU is viewed as a sequence which is ordered in a
monotonic non-decreasing order according to the weights. LetM be the lexicographically minimal minterm
of Γ (that is,M ∈ Γ is a minterm andM ≺ M ′ for all other mintermsM ′ ∈ Γ). It turns out that the form
of M plays a significant role in the characterization ofΓ.

If M is a prefix ofU , namelyM = U1,k = {u1, . . . , uk} for somek ∈ [n], then, as we prove in
Section 6.3, the access structure is a HTAS of at most three levels. IfM is a lacunary prefix, in the sense
that M = U1,k \ {u`} for 1 ≤ ` < k ≤ n, then, as we prove in Section 7, the access structure is a
TPAS. Otherwise, ifM is neither a prefix nor a lacunary prefix, the access structure is a composition of two
weighted threshold access structures over smaller sets. More specifically, we identify a prefixU1,k, where
1 < k < n, that could be replaced by a single substitute useru, and then show thatΓ is a composition of
a WTAS onU1,k and another WTAS onUk+1,n ∪ {u}. SinceΓ is ideal, so are the two smaller WTASs, as
implied by Lemma 8.1. Hence, this result, which we prove in Section 8, completes the characterization of
ideal WTASs in a recursive manner.

Hence, our main result in this paper is as follows.
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Theorem 3.5 (The Characterization Theorem)LetU be a set of users,w : U → N be a weight function,
T be a threshold, andΓ be the corresponding WTAS. ThenΓ is ideal if and only if one of the following three
conditions holds:

• The access structureΓ is a HTAS.

• The access structureΓ is a TPAS.

• The access structureΓ is a composition ofΓ1 andΓ2, whereΓ1 andΓ2 are ideal WTASs defined over
sets of users smaller thanU .

In particular, if Γ is an ideal WTAS then there exists a linear ideal secret sharing scheme that realizes it.

4 Matroids and Ideal Secret Sharing Schemes

Ideal secret sharing schemes and matroids are strongly related. If an access structure is ideal, then there is
a matroid that reflects its structure. On the other hand, every matroid that is representable over some finite
field is the reflection of some ideal access structure. In this section we review some basic results from the
theory of matroids and describe their relation to ideal secret sharing schemes. For more background on
matroid theory the reader is referred to [21].

Matroids are a combinatorial structure that generalizes both linear spaces and the set of circuits in an
undirected graph. They are a useful tool in several fields of theoretical computer science, e.g., optimization
algorithms. A matroidM = 〈V, I〉 is a finite setV and a collectionI of subsets ofV that satisfy the
following three axioms:

(I1) ∅ ∈ I.

(I2) If X ∈ I andY ⊆ X thenY ∈ I.

(I3) If X andY are members ofI with |X| = |Y | + 1 then there exists an elementx ∈ X\Y such that
Y ∪ {x} ∈ I.

The elements ofV are called thepointsof the matroid and the sets inI are called theindependentsets
of the matroid. Axiom (I1) assures that there is at least one independent set inI. Axiom (I2) asserts that
the collectionI is closed under containment. Finally, Axiom (I3) enables the expansion of every small
independent set inI. A dependent setof the matroid is any subset ofV that is not independent. The
minimal dependent sets are calledcircuits. A matroid is said to beconnectedif for any two points there
exists a circuit that contains both of them.

We now discuss the relations between ideal secret sharing schemes and matroids. LetΓ be an ac-
cess structure over a set of usersU = {u1, . . . , un}. If Γ is ideal, then, by the results of [7, 18], there
exists a matroidM corresponding toΓ. The points ofM are the users inU together with an addi-
tional point, denotedu0, that could be thought of as representing the dealer. We denote hereinafter by
C0 = {X ∪ {u0} : X is a minterm ofΓ} the set of allΓ-minterms, supplemented byu0.

Theorem 4.1 ([7, 18]) Let Γ be a connected ideal access structure. Then there exists a connected matroid
M such thatC0 is exactly the set of circuits ofM containingu0.

The next result implies the uniqueness of the matroidM that corresponds to a given connected ideal
access structure, as discussed in Theorem 4.1, and, additionally, it provides means to identifyall the circuits
of that matroid.
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Lemma 4.2 ([21, Theorem 4.3.2])Let e be an element of a connected matroidM and letCe be the set of
circuits ofM that containe. Thenall of the circuits ofM that do not containe are theminimal sets of the
form

(C1 ∪ C2)\
⋂
{C3 : C3 ∈ Ce, C3 ⊆ C1 ∪ C2}

whereC1 andC2 are distinct circuits inCe.

The unique matroid whose existence and uniqueness are guaranteed by Theorem 4.1 and Lemma 4.2 is
referred to asthe matroid corresponding toΓ.

This next definition will enable us to explicitly define the matroid corresponding toΓ using the autho-
rized sets inΓ.

Definition 4.3 (Critical User) Let M1 andM2 be distinct minterms ofΓ. A userx ∈ M1 ∪M2 is critical
for M1 ∪M2 if the setM1 ∪M2\ {x} is unauthorized. In addition, we define

D(M1, M2) = (M1 ∪M2)\ {x ∈ M1 ∪M2 : x is critical for M1 ∪M2} .

With this definition, the following corollary is a straightforward result of Theorem 4.1 and Lemma 4.2.

Corollary 4.4 Let Γ be a connected ideal access structure. Then there exists a unique connected ma-
troid M such thatC0 is exactly the set of circuits ofM containingu0. Furthermore, the minimal sets in
{D(M1,M2) : M1,M2 are minterm ofΓ} are the circuits of the matroid that do not containu0.

In the sequel we use the following simple consequence of Corollary 4.4.

Corollary 4.5 LetM1 andM2 be two distinct minterms ofΓ. ThenD(M1,M2) is a dependent set ofM.

Note thatD(M1,M2) is a dependent set ofM, but is not necessarily a circuit ofM. The following basic
result from matroid theory provides another way of establishing the dependency of a set in a matroid.

Lemma 4.6 ([21, Page 16])Let C1 and C2 be two distinct circuits in a matroid,e ∈ C1 ∩ C2, andd ∈
C1 \ C2 such thatd 6= e. Then there exists a circuitC3 ⊆ (C1 ∪ C2)\ {e}, whered ∈ C3.

In most applications of the lemma we will ignored and the fact thatd ∈ C3. Since every minterm ofΓ is
properly contained in a circuit ofM, it forms an independent set ofM. However, these are not necessarily
the only independent sets inM. The following claim is a simple corollary of Axiom (I3) in the matroid
definition.

Claim 4.7 LetM be a matroid andI be an independent set of sizem. Then any independent set of size
` < m can be extended to an independent set of sizem.

Finally, the next lemma is applicable when adding an element to an independent set results in a depen-
dent set.

Lemma 4.8 Let I be an independent set in a matroidM and lete be an element ofM such thatI ∪ {e} is
dependent. ThenM has auniquecircuit contained inI ∪ {e} and that circuit containse.

To prove that an access structure is not ideal we use the above results that define the dependent sets in
the matroid corresponding toΓ. In particular, we use the basic fact that an independent set ofM cannot
contain a dependent set (see Axiom (I2)). By Theorem 4.1, for every mintermM ∈ Γ, the setM ∪ {u0} is
a circuit ofM. Thus, the setM is an independent set ofM. Therefore, ifD is a dependent set ofM, it
cannot be contained in any minterm ofΓ. The next example shows how to use the above statements in order
to demonstrate that a given access structure is not ideal.
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Example 4.9 Consider the WTASΓ on the setU = {u1, u2, u3, u4} with weightsw(u1) = w(u2) =
w(u3) = 1 andw(u4) = 2 and thresholdT = 3. The minterms ofΓ are{u1, u2, u3}, {u1, u4}, {u2, u4},
and{u3, u4}. It follows from Benaloh and Leichter [4] that this access structure is not ideal.2 We first give
a simple proof, based on Corollary 4.5, showing thatΓ is not ideal. Assume that it is ideal and consider the
mintermsM1 = {u1, u4} andM2 = {u2, u4}. The set{u1, u2} is unauthorized and thusu4 is critical for
M1 ∪M2. On the other hand, the usersu1 andu2 are not critical forM1 ∪M2. Therefore, by Corollary 4.5,
the setD(M1,M2) = {u1, u2} is a dependent set ofM, the matroid corresponding toΓ. However, the set
{u1, u2, u3} is a minterm ofΓ and, consequently, it is independent inM. Since{u1, u2} ⊂ {u1, u2, u3},
we arrive at the absurd conclusion that a dependent set is contained in an independent set. This contradiction
implies thatΓ is not ideal.

We proceed to sketch an alternative proof for the non-ideality ofΓ, similar to the proof that was given
in [4]. We present this proof for two reasons. First, we want to show that using matroids simplifies and
shortens the proofs substantially. Matroid-based proofs, however, tend to be technical and, consequently,
not very intuitive. The alternative proof that we present herein reveals some of the intuition that is sometimes
obfuscated in matroid-based proofs.

Assume towards contradiction thatΓ has an ideal secret sharing scheme over some domain of secretsS.
Letting si denote the share of userui for 1 ≤ i ≤ 4, we will show thats2 may be computed froms1 (this
statement is equivalent to the statement in the first proof that the set{u1, u2} is dependent). Having shown
that, we will conclude that{u1, u3} can reconstruct the secret (since{u1, u2, u3} is an authorized set and
u2 is unnecessary in the presence ofu1), in contradiction with the definition ofΓ.

We need to show thats2 is uniquely determined bys1. Assume, by contradiction, that there exists
s1 ∈ S1 ands2, s

′
2 ∈ S2, wheres2 6= s′2, such that both assignments of shares to{u1, u2}, namely〈s1, s2〉

and 〈s1, s
′
2〉, are possible. Since{u1, u2} is unauthorized, that set cannot learn any information on the

secret from its shares. Hence, given the pair of shares〈s1, s2〉, every secret is possible. Hence, for every
s ∈ S, there exists at least one shares4(s) for u4 such that〈s1, s2, s4(s)〉 is a possible assignment of
shares to{u1, u2, u4} given the secrets. On the other hand, since the shares of{u1, u2, u4} determine the
secret,s4(s) must be unique, since otherwise the domain of shares ofu4 would be larger than the domain of
secrets, in contradiction with ideality. Similarly, for everys ∈ S there exists a unique shares′4(s) such that
〈s1, s

′
2, s

′
4(s)〉 is another possible assignment of shares to{u1, u2, u4} given the secrets.

In view of the above, the sets{s4(s) : s ∈ S} and{s′4(s) : s ∈ S} are of size|S|. However, since they
are both subsets ofS4 and, by ideality,|S4| = |S|, they both equalS4. One conclusion is that each secret
s ∈ S is consistent with each shares4 ∈ S4. Another conclusion is that there are secretsa, b ∈ S such that
s4(a) = s′4(b) = s4. If a 6= b, then the pair of shares〈s1, s4〉 is insufficient to determine whether the secret
is a or b, in contradiction with the correctness requirement that{u1, u4} ∈ Γ should be able to reconstruct
the secret. Thus,a = b, whence both pairs of shares〈s2, s4〉 and〈s′2, s4〉 are possible assignments of shares
to {u2, u4} given that the secret isa. But this implies that the size ofS2 is at least|S| + 1 (by going over
all secretss ∈ S and looking for a corresponding assignment of shares where the share ofu4 is s4) thus
contradicting ideality.

4.1 Restrictions

Definition 4.10 (Restriction) Let Y,X ⊆ U be two disjoint subsets of users. Therestrictionof Γ that is
induced byY onX is defined as the following access structure:

ΓY,X = {Z ⊆ X : Z ∪ Y ∈ Γ} .

2In [9] it was shown that if the domain of secrets isS, the size of the domain of shares of at least one user in that access structure
must be at least|S|1.5. That result improved upon previous bounds that were derived in [8].
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In other words,ΓY,X consists of all subsets ofX that completeY to an authorized set inΓ. SinceΓY,X is
defined over a smaller set of users, restrictions can be helpful in recursively characterizing the structure of
Γ. The following known result assures us that ifΓ is ideal,ΓY,X is ideal as well. For completeness, we give
a proof herein.

Lemma 4.11 LetΓ be an access structure over a set of usersU . LetY,X ⊆ U be sets such thatY /∈ Γ and
X ∩ Y = ∅. If Γ is ideal, thenΓY,X is ideal.

Proof: Let Y = {ui1 , . . . , ui|Y |}. We construct an ideal secret sharing schemeΠ′ for ΓY,X using an ideal
schemeΠ for Γ. Fix an arbitrary secrets′ ∈ S , and letsY = 〈s′i1 , . . . , s′i|Y |〉 = ΠY (s′) be a possible

vector of shares for the users ofY . Let s ∈ S be a secret to be distributed byΠ′. The schemeΠ′ randomly
chooses ann-tupleΠ(s) = 〈s1, . . . , sn〉 such thatsij = s′ij for all 1 ≤ j ≤ |Y | (such a selection is possible
becauseY is unauthorized, whence every assignment of shares toY is consistent with every secret). Every
useruj ∈ X is then assigned byΠ′ the sharesj . (The shares ofY , namely〈s′i1 , . . . , s′i|Y |〉, are considered
“publicly known”.)

The scheme is correct since ifZ ∈ ΓY,X thenY ∪ Z ∈ Γ, and thus the members ofZ, who know
the sharessY of Y , can reconstruct the secret as in the schemeΠ for Γ. Similarly, the scheme is private,
since ifZ /∈ ΓY,X , thenY ∪ Z /∈ Γ, and thus the users ofZ, who know the shares ofY , will not have any
information regarding the secret. The scheme is ideal since the share-domain of all the users is the same as
in the original ideal scheme. 2

The following result gives a relation between the matroids corresponding toΓ andΓY,X .

Lemma 4.12 Let Γ be an ideal access structure over a set of usersU . Let Y, X ⊆ U be sets such that
X ∩ Y = ∅, andY is independent in the matroid corresponding toΓ. If a setI ⊆ X is independent in the
matroid corresponding toΓY,X , then it is independent in the matroid corresponding toΓ.

Proof: Let M = 〈U ∪ {u0} , I〉 be the matroid associated withΓ. We define the matroidM′ = 〈X ∪
{u0} , I ′〉 as follows: A setZ ⊆ X ∪ {u0} is in I ′ if and only if Y ∪ Z ∈ I. This is indeed a matroid:
Axiom (I1) holds becauseY ∈ I so that∅ ∈ I ′. As for Axiom (I2),Y ∪B ∈ I for everyB ∈ I ′; therefore,
if A ⊆ B thenY ∪A ∈ I whenceA ∈ I ′. Axiom (I3) holds as well. LetA,B ∈ I ′ be such that|A| > |B|.
SinceY ∪ A ∈ I andY ∪ B ∈ I while |Y ∪A| > |Y ∪B|, there must be an elementx ∈ A\B such that
Y ∪ (B ∪ {x}) ∈ I. Therefore,B ∪ {x} ∈ I ′, as required.

We claim thatM′ is the unique matroid corresponding toΓY,X . That is, for everyM ⊆ X, the set
M ∪ {u0} is a circuit ofM′ if and only if M is a minterm ofΓY,X . Proving that, we get that ifI ∈ I ′ then
Y ∪ I ∈ I and, therefore,I itself is independent inM.

SupposeM ∪ {u0} is a circuit ofM′. ThenY ∪M ∪ {u0} is dependent inM, and, consequently must
contain a circuit ofM. That circuit must containM ∪ {u0} because otherwise there would be a proper
subsetB ⊂ M ∪{u0} such thatY ∪B is dependent inM, thus implying thatB is dependent also inM′, in
contradiction with our assumption thatM ∪{u0} is a circuit ofM′. LetY ′∪M ∪{u0} be that circuit ofM,
whereY ′ ⊆ Y . Hence, by the characterization of the matroid that corresponds to a given access structure,
Y ′ ∪M is a minterm ofΓ. Hence,Y ∪M is in Γ, and, consequently,M ∈ ΓY,X . It is left to show thatM is
a minterm ofΓY,X . Let M ′ be a proper subset ofM . SinceM ∪ {u0} is a circuit ofM′, the setM ′ ∪ {u0}
is independent inM′. This implies thatY ∪M ′ ∪ {u0} is independent inM. ThereforeY ∪M ′ /∈ Γ, and
thusM ′ /∈ ΓY,X . This completes the proof of the first direction.

For the second direction, assume thatM is a minterm ofΓY,X . We next prove thatM∪{u0} is dependent
in M′. The setY ∪M is authorized inΓ. Let Y ′ ⊆ Y be such thatY ′ ∪M ∈ Γ and|Y ′| is minimal (it
is possible thatY ′ = ∅). We claim thatY ′ ∪ M is a minterm ofΓ: indeed, every user inY ′ is critical in
Y ′ ∪M , as implied by the minimality of|Y ′|; on the other hand, every user inM is critical, for otherwise
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M would have a proper subsetM ′ ⊂ M such thatY ∪M ′ ∈ Γ thus contradicting our assumption thatM
is a minterm ofΓY,X . It follows thatY ′ ∪M ∪ {u0} is a circuit ofM. Therefore, the setY ∪M ∪ {u0} is
dependent inM. This implies thatM ∪ {u0} is dependent inM′.

To complete the proof we need to prove thatM ∪{u0} is a circuit inM′. Assume towards contradiction
thatM ∪{u0} properly contains a circuit ofM′. If this circuit is of the formM ′∪{u0}, for someM ′ ⊂ M ,
then by the proof of the first direction,M ′ is a minterm ofΓY,X , contradicting the fact thatM is a minterm
of ΓY,X . Therefore, the circuit is someM ′ ⊆ M . This implies thatY ∪ M ′ is dependent inM. Hence,
there existsY ′′ ⊆ Y , such thatY ′′ ∪M ′ is a circuit ofM. However, as shown earlier,Y ′ ∪M ∪ {u0} is a
circuit ofM as well. Applying Lemma 4.6 for these two circuits, withe being an arbitrary user inM ′, and
d = u0, we get that there is a circuit contained in(M\ {e}) ∪ Y ∪ {u0}, that containsu0. This implies that
(M\ {e}) ∪ Y ∈ Γ, whence(M\ {e}) ∈ ΓY,X , in contradiction to our assumption thatM is a minterm of
ΓY,X . 2

A special family of restrictions ofΓ are restrictions in whichY = ∅, i.e. Γ∅,X . Such a restriction consists
of all subsets ofX that are authorized inΓ. We shall refer to such a restriction simply asthe restriction of
Γ to X. We conclude with a trivial claim regarding restrictions of WTASs.

Claim 4.13 LetX, Y ∈ U such thatX ∩ Y = ∅. If Γ is a WTAS, thenΓY,X is a WTAS.

5 WTASs and Matroids

In this section we prove several properties of matroids that are associated with ideal WTASs. These prop-
erties will serve us later in characterizing ideal WTASs. LetΓ be an ideal WTAS onU = {u1, . . . , un}
corresponding to a weight functionw : U → N and a thresholdT . LetM be the matroid corresponding to
Γ.

An authorized set ofΓ may contain many different minterms. The following simple lemma shows that
one of these minterms is a suffix of the set.

Lemma 5.1 If X = {x1, . . . , xk} ∈ Γ, it contains a suffix minterm, namely, there existsi ∈ [k] such that
Xi,k = {xi, . . . , xk} is a minterm.

Proof: Let s ∈ [k] be the largest index such thatXs,k is authorized. We claim thatXs,k is a minterm.
Indeed,xs is critical for Xs,k since removing it fromXs,k we getXs+1,k, which is unauthorized by the
choice ofs. Consequently, every userxi ∈ Xs,k is critical becausexs has the smallest weight inXs,k.
Therefore,Xs,k is a minterm. 2

We saw that minterms ofΓ are independent sets ofM. Different minterms ofΓ may be of different
sizes. By Claim 4.7, ifM andM ′ are minterms and|M | < |M ′|, we can add (at least|M ′| − |M |) users
to M such that the resulting set is still an independent set ofM. The next lemma asserts that the users that
may be added toM must have a smaller weight than the weight of every member ofM :

Lemma 5.2 LetM be a minterm ofΓ. Lety ∈ U\M be a user such thatw(Mmin) ≤ w(y). ThenM ∪{y}
is a dependent set ofM.

Proof: Let X = (M\ {Mmin}) ∪ {y} be the set that is obtained by replacing the minimal element ofM
with y. Sincew(X) ≥ w(M), the setX is authorized and, thus, it contains a mintermM ′. Moreover,
M 6= M ′ sinceMmin ∈ M \M ′. Therefore, by Corollary 4.5, the setM ∪M ′ = M ∪ {y} is dependent in
M. 2

While Γ may have minterms of different cardinalities, we show in the next lemma that whenever two
minterms have the same minimal member they must be of the same size.
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Lemma 5.3 LetX andY be minterms of the access structureΓ such thatXmin = Ymin. Then|X| = |Y |.

Proof: As X andY are minterms, they are independent sets of the matroidM. Assume that|X| <
|Y |. Then, by Axiom (I3) of the matroid definition, there existsy ∈ Y \X such that the setX ∪ {y} is
independent. However, asXmin = Ymin is a user with the minimal weight in bothX andY , we have that
w(Xmin) ≤ w(y). Consequently, in view of Lemma 5.2, the setX ∪ {y} is dependent. This contradiction
implies that|X| ≥ |Y |. Arguing along the same lines we conclude that also|X| ≤ |Y |, whence both
minterms are of the same size. 2

In the matroidM corresponding to an access structureΓ, each mintermM of Γ defined a circuitM ∪
{u0} in M. This may be viewed as alocal relation between the minterms ofΓ and the dependent sets of
M. However, when dealing with WTASs, theglobal structure ofΓ enables us to prove the dependency
of various sets inM. It turns out that the lexicographic order on the minterms ofΓ, with respect to the
relation≺, is strongly related to dependence inM. This is demonstrated through the following definition
and lemmas.

Definition 5.4 (Canonical Complement)Let P be a prefix of some minterm ofΓ. Let Y ⊆ U be the
lexicographically minimal set such that:

• Pmax ≺ Ymin, and

• The setP ∪ Y is a minterm ofΓ.

Then the setY is called thecanonical complementof P .

The following lemma shows that replacing the canonical complement by a user that precedes the first
element of the canonical complement results in a dependent set.

Lemma 5.5 LetP be a prefix of some minterm ofΓ. LetY = {y1, . . . , yt} be the canonical complement of
P , andb be a user suchPmax ≺ b ≺ y1. ThenP ∪ {b} is dependent. Furthermore, the setP ∪ {b} includes
a unique circuit that containsb.

Proof: If P = ∅, then, sinceΓ is connected, there exists a minterm that starts withu1, whencey1 = u1.
Therefore, it cannot be thatb ≺ y1 and thus the claim is trivially true. Otherwise, ifP 6= ∅, denote byM1

the mintermM1 = P ∪ Y . Let X2 = (M1\ {Pmax}) ∪ {b} be the set resulting from replacingPmax with
b in M1. Sincew(Pmax) ≤ w(b), the setX2 is authorized (though not necessarily a minterm). LetM2 be
the suffix minterm contained inX2 (such a minterm exists in view of Lemma 5.1). It must be thatb ∈ M2,
since otherwiseM2 ⊆ Y , whereY is a proper subset of a minterm and thus is unauthorized.

Let A = M1 ∪M2 = P ∪ {b} ∪ Y . We proceed to show that every user inY is critical forA. This will
show thatD(M1,M2) ⊆ (M1 ∪M2) \ Y = P ∪ {b}. But since, by Corollary 4.5, the setD(M1, M2) is
dependent, this will imply that alsoP ∪ {b} is dependent. We also observe that it is sufficient to show that
Ymin = y1 is critical forA; this will imply that also all other members ofY , having weight that is no smaller
thanw(y1), are also critical forA.

In view of the above, it suffices to show thaty1 is critical forA. Suppose this is not the case, namely, the
setA\ {y1} is authorized. SinceA\ {y1} results fromM1 by replacingy1 by b wherew(b) ≤ w(y1), and
sinceM1 is a minterm, it must be thatA\y1 is also a minterm. But this is a contradiction to the choice ofy1

as the first element in the canonical complement ofP . Hence, all the elements ofY are critical forA, and,
consequently,P ∪ {b} is dependent.

SinceP is part of a minterm, it must be thatP is independent. Thus, by Claim 4.8, the setP ∪{b}must
contain a unique circuit that containsb. 2
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The next lemma is a generalization of Lemma 5.5. Given a prefixP of some minterm, it gives a sufficient
condition for a setB ⊆ U so thatP ∪ B is dependent inM. It plays an essential role is our study of the
characterization of ideal WTASs.

Lemma 5.6 Let P be a prefix of some minterm ofΓ. LetY = {y1, . . . , yt} be the canonical complement
of P , andB = {b1, . . . , bj} be a set such thatPmax ≺ Bmin andbj ≺ yj . Then, the setP ∪B is dependent.

Proof: The proof is by induction onj. The casej = 1 is handled by Lemma 5.5. We assume that the
lemma holds for alli ∈ [j − 1] and proceed to prove it fori = j. If bi ≺ yi for somei ∈ [j − 1], then
the statement of the lemma holds by induction (in fact, in that case we conclude thatP ∪B1,i is dependent,
which is a stronger claim that what we need to show). Therefore, we may assume hereinafter thatyi = bi or
yi ≺ bi for all i ∈ [j − 1].

Assume towards contradiction thatP ∪B is independent. DenoteD = P ∪{y1}∪B andP ′ = P ∪{y1}.
The canonical complement ofP ′ is Y2,t. On the other hand, sinceP ′

max = y1 ¹ b1 ≺ b2, andbj ≺ yj , the
induction hypothesis, applied toP ′ andB2,j , implies thatP ′ ∪B2,j is dependent. SinceP ′ ∪B2,j ⊆ D, the
setD is also dependent. Therefore, since we assumed thatP ∪B is independent, Claim 4.8 implies thatD
contains a unique circuitC that containsy1. The uniqueness of the circuitC in D and the factP ′ ∪ B2,j is
a dependent subset ofD, implies thatC ⊆ P ′ ∪B2,j . This, in turn, implies thatb1 /∈ C. This will allow us
to derive a contradiction.

There are three possible cases regarding the position ofb1 with respect to the members ofY : y1 = b1,
or y1 ≺ b1 ≺ y2, or y2 ¹ b1. The first case is trivial: ify1 = b1 thenP ∪ B = P ′ ∪ B2,j and, thus, it is
dependent, in contradiction to our assumption.

If y1 ≺ b1 ≺ y2 then by Lemma 5.5, applied toP ′ andb1, the setP ′ ∪ {b1} is dependent and contains
a circuitC ′ that containsb1. As b1 ∈ C ′ andb1 /∈ C, we conclude thatC 6= C ′. However, asC ′ ⊆ D, this
contradicts the uniqueness of the circuitC in D.

The only case left isy2 ¹ b1. As P ′ is independent, there must be an indexs ∈ {2, . . . , j} such that
bs ∈ C (for, otherwise, asb1 /∈ C, C∩B = ∅, and, consequently,C ⊆ P ′). Consider the setBs = B\ {bs}.
Since|Bs| = j − 1, P ′

max = y1 ≺ b1 = Bs
min, and the(j − 1)th element ofBs (which is eitherbj , if s < j,

or bj−1) precedes the(j − 1)th element of the canonical complement ofP ′ (which isyj), we conclude, by
the induction hypothesis, thatP ′∪Bs is dependent. Therefore, it contains a circuitC ′′ that does not contain
bs. Sincebs ∈ C but bs /∈ C ′′, we infer thatC 6= C ′′. However, asC ′′ ⊆ D, this contradicts the uniqueness
of C in D. This completes the proof that the setP ∪B is dependent. 2

6 WTASs and HTASs

In this section we discuss the family of hierarchical threshold access structures (HTASs), from Definition 3.1,
and their relation to WTASs. In Section 6.1 we prove certain properties of the matroids associated with such
access structures. In Section 6.2 we characterize the intersection between HTASs and WTASs. Finally, in
Section 6.3, we show that if an ideal WTAS has a minterm in the form of a prefix ofU , then it is in fact an
HTAS.

When discussing a HTAS over some setU = {u1, . . . , un}, we shall assume that the users inU are
ordered according to their position in the hierarchy, from the lowest level to the highest. Namely, that

Li = U`i,`i+1−1 = {u`i , . . . , u`i+1−1} ∀i ∈ [m] (1)

for some sequencè1 = 1 < `2 < · · · < `m < `m+1 = n + 1. Given a nonempty subsetA ⊆ U , if
Amin ∈ Li, thenA is said to be of leveli and it is denoted byL(A) = i.
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6.1 The Matroid Associated with HTASs

Since any HTASΓH is ideal [6, 32], Theorem 4.1 implies that there exists a matroidM that is associated
with it. We derive herein some properties of such matroids that will be used later in our study of the structure
of matroids corresponding to ideal WTASs.

Claim 6.1 LetΓH andM be an HTAS and its associated matroid. Then every circuit ofM not containing
u0 is a union of two distinct minterms.

Proof: By Lemma 4.2, the circuits of the matroidM that do not containu0 are the union of two minterms
of ΓH , excluding users that are critical to that union. All that needs to be shown is that ifM1,M2 are two
minterms inΓH , no user in their union,u ∈ M1 ∪M2, is critical. Assume, without loss of generality, that
L(M1) = i ≤ L(M2). Then, asM1 is a minterm, we conclude that it satisfies theith threshold condition
with an equality, namely,M1 haski users from

⋃m
j=i Lj . Hence, sinceM2 ⊆

⋃m
j=i Lj andM2 6= ∅, the

unionM1 ∪M2 has at leastki + 1 users from
⋃m

j=i Lj . Therefore, we can remove any user fromM1 ∪M2

and still have an authorized set. Hence, no useru ∈ M1 ∪M2 is critical for the union. 2

Claim 6.2 LetΓH andM be an HTAS and its associated matroid. ThenU1,k1+1 is a circuit ofM.

Proof: Consider the two setsU1,k1 andU2,k1+1. The first one is a minterm ofΓH . Regarding the second,
there are two options: eitherU2,k1+1 is a minterm (satisfying thek1-threshold condition), or it satisfies
already thek2-threshold condition (this may happen only if|L1| = `1 = k1 − k2 + 1, which is the minimal
possible value for the size of that level). In both cases,U2,k1+1 contains a minterm that includesuk1+1.
Hence,U1,k1+1 is a union of two distinct minterms and, therefore, by Corollary 4.5, it is dependent. We
claim that it is actually a circuit. If not, then it must contain a circuitC of size smaller thank1 + 1. By
Claim 6.1, this circuit is a union of two minterms. Since its size is smaller thank1 + 1, it must be a union
of two minterms from levelsL2 and above. However, by Remark 3.2, the setU1,k1+1 contains at mostk2

users from levelsL2 and above, whenceU1,k1+1 contains at most one minterm from levelsL2 and above.
Therefore,C must be a circuit ofM. 2

6.2 The Intersection of WTASs and HTASs

Let U be a set of users and letΓ be a monotone access structure overU that is both a WTAS and a HTAS.
Namely, on one hand, there exist a weight functionw : U → N and a thresholdT ∈ N such thatΓ is the
corresponding WTAS onU and, on the other hand, there exists a hierarchy inU , whereU =

⋃m
i=1 Li, and

thresholdsk1 > k2 > · · · > km such thatΓ is also the corresponding HTAS onU . Our goal herein is to
characterize such access structures that belong to those two classes of access structures.

It should be noted that in the following discussion we can not assume that the levels ofU in the HTAS
are nicely organized in a monotonic order as in (1). LetAi, wherei ∈ [m− 1], denote a subset ofki − ki+1

users of largest weights inLi, and letAm be a subset ofkm−1 users of largest weights inLm. We also letai

denote a user of minimal weight inLi, for all i ∈ [m]. Note that, by Remark 3.2, we have thatai ∈ Li \Ai

for everyi ∈ [m].
We setA =

⋃m
i=1 Ai andB = Am ∪ {am}. The setA is unauthorized since it fails to satisfy each of

the threshold conditions by exactly one user, whileB is authorized since it is composed ofkm users of level
Lm. Thereforew(A) < T andw(B) ≥ T . But asB = A ∪ {am} \ (A \Am), we infer that

w(A \Am) < w(am) . (2)

We refer to the last levelLm in an HTAS as trivial ifkm = 1 (namely, all users of such a level are self-
sufficient). We proceed to characterize access structures that are both WTAS and HTAS.
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Lemma 6.3 If the last level is not trivial, then the number of levelsm in the HTAS is at most2.

Proof: Assume thatm ≥ 3 and that the last level is not trivial, i.e.,km ≥ 2. LetZm be a subset ofkm−2 ≥
0 users of largest weight inLm. DefineZm−1 = Am−1 ∪ {am−1} andZm−2 = Am−2 ∪ {am−2}. Their
unionZ = Zm−2∪Zm−1∪Zm is authorized since its cardinality is|Z| = |Am−2|+ |Am−1|+km = km−2,
and consequently, it satisfies the(m− 2)th threshold condition.

Next, consider the setB = Z ∪ {am} \ (Am−1 ∪ Am−2) = Zm ∪ {am−2, am−1, am}. Since, by (2),
w(Am−1∪Am−2) < w(am), the definition ofB implies thatw(B) > w(Z). Therefore, asZ is authorized,
so isB. However, whileB is authorized in the WTAS, it is unauthorized in the HTAS, as implied by the
following inequalities:|B ∩ Lm| = |Zm ∪ {am}| = km − 1 < km , |B ∩ (Lm−1 ∪ Lm)| = km < km−1,
and|B| = km + 1 < km−2. This contradiction implies that eitherm ≤ 2 or the last level is trivial. 2

According to Lemma 6.3, access structures that are both WTAS and HTAS and have no self-sufficient
users have a very simple hierarchical structure: either there is one level (in which case the access structure
is a simple threshold access structure) or two levels. In the latter case, we show below that if the difference
betweenk1 andk2 is larger than1, the size of the first level is minimal (see Remark 3.2).

Lemma 6.4 If the last level is not trivial,m = 2, andk1 − k2 > 1, then|L1| = k1 − k2 + 1.

Proof: Assume towards contradiction that|L1| > k1 − k2 + 1. Let Z2 be a subset withk2 − 2 users
of largest weight inL2 andZ1 = A1 ∪ {b1, b2}, whereb1 andb2 are two users inL1 \ A1 (note that our
assumptions imply thatZ1 andZ2 are well defined). Their unionZ = Z1∪Z2 is authorized since|Z| = k1.
Next, consider the setB = Z ∪{a2} \A1 = Z2 ∪{a2, b1, b2}. Since, by (2),w(A1) < w(a2), we conclude
thatB is also authorized. Hence, it must be also authorized in the HTAS. However, as|B ∩ L2| = k2 − 1
and|B| = k2 + 1 < k1, the setB is unauthorized in the HTAS. 2

Lemmas 6.3 and 6.4 imply that ifΓ is an access structure onU that is both a WTAS and an HTAS, and
U has no self-sufficient users (i.e., the last level in the HTAS is not trivial), then eitherm = 1 or m = 2,
where in the latter case eitherk1 = k2 + 1 or |L1| = k1 − k2 + 1. If, on the other hand, the access structure
has self-sufficient users, i.e., the last level in the HTAS is trivial, then its restriction to the firstm−1 levels is
still a WTAS as well as an HTAS, and, in addition, that restriction has no self-sufficient users. This implies
that the structure of that restriction is as described above. This is summarized as follows:

Claim 6.5 LetΓ be both a WTAS and an HTAS. Then the HTAS-parameters ofΓ satisfy one of the following
conditions:

1. m = 1.

2. m = 2 andk1 = k2 + 1.

3. m = 2 and|L1| = k1 − k2 + 1.

4. m ∈ {2, 3}, the levelLm is trivial, and the restriction ofΓH to the firstm − 1 levels is of the form
that is described in cases (1)-(3).

To complete the characterization we proceed to prove the converse. Namely, that any HTAS with pa-
rameters as described in Claim 6.5 is also a WTAS. This is shown by constructing the appropriate weight
function and threshold in each case.

Claim 6.6 Let ΓH be an HTAS that satisfies one of the conditions in Claim 6.5. Then there exist a weight
function and a threshold such thatΓH coincides with the corresponding WTAS.
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Proof: Case (1) is a simple threshold, so we can assign each user the weight1, and set the threshold tok1.
In case (2), the weight assigned to every user inL1 is k2, the weight assigned to users inL2 is k1, and the
threshold isk1 · k2. In case (3), the weight assigned to users inL1 andL2 is 1 andk1− k2 + 1, respectively,
while the threshold isk2(k1 − k2 + 1). In case (4), we assign weights to the users in the firstm − 1 levels
and set an appropriate threshold according to the condition that is satisfied by the restriction ofΓH to the
first m − 1 levels and the rules that were described above for the first three cases; in addition, we assign
to every user in the trivial level a weight that equals the threshold. In all four cases it is a straightforward
matter to verify that the induced WTAS coincides with the original HTAS. 2

6.3 Ideal WTASs with a Prefix Minterm are HTASs

In this section we make the first step towards proving our main result, Theorem 3.5. LetΓ be an ideal WTAS
over a setU of n users, corresponding to a weight functionw : U → N and a thresholdT . Assume that
U possesses a prefix mintermU1,k for somek ∈ [n] (namely, there existsk ∈ [n] such that thek users of
smallest weights form a minterm). We claim thatΓ is an HTAS. We first describe the partition ofU into
levels and determine the corresponding thresholds. Denoting the resulting HTAS byΓH , we proceed to
prove thatΓ = ΓH .

The decomposition ofU to levels will respect the order of users according to their weights. Namely,
each level will be a run ofU and our goal is to determine the transition points between one level and the
subsequent one. SinceU1,k is a minterm,U1,i is authorized for everyi ∈ {k, . . . , n}. By Lemma 5.1, for
every suchi there exists a run-minterm ending atui. Let us denote the length of that run-minterm byµi.
By the non-decreasing monotonicity of the weights, we infer that the sequence of lengthsµ = (µi)k≤i≤n is
monotonically non-increasing. Denote bym the number of distinct values assumed by the sequenceµ, and
let us denote those values byk1 > · · · > km. Then the HTASΓH is defined as follows:m is the number
of levels andki is theith threshold. As for the levels, we denote by`i, wherei ∈ [m], the index of the first
user in the first run-minterm of lengthki (e.g.,`1 = 1 sinceU1,k is the first run-minterm of lengthk = k1

and its first user isu1); then theith level in the hierarchy isLi = U`i,`i+1−1, where`m+1 = n + 1.
In addition, we denote byUsi,ti the right-most run-minterm whose length iski, wherei ∈ [m], and

consider the setAi = Usi+1,`i+1−1. As Usi,ti is the last minterm that containski users andU`i+1,ti+1 is the
first minterm that containski+1 users, the setAi consists of the lastki−ki+1 users inLi (wherekm+1 = 1).
An important observation regarding those subsets is that giveni ∈ [m] anduh ∈ Ai, there is no run-minterm
of the WTASΓ that starts withuh; indeed, ifUh,j was a run-minterm then it would be a proper subset of the
mintermUsi,ti if j ≤ ti, or a proper superset of the mintermU`i+1,ti+1 if j ≥ ti + 1.

An illustration of the construction of the levels of the HTAS appears in Figure 1. The example in
the illustration is of a WTAS with 14 users of weights5, 5, 5, 5, 6, 6, 6, 6, 6, 6, 6, 30, 30, 30 and threshold
T = 30. The vertical dashed lines indicate the three levels in the corresponding HTAS (the third one being
a trivial one) and the horizontal lines indicate all of the run-minterms in that access structure.

Next, we prove that the WTASΓ coincides with the HTASΓH described above.

Theorem 6.7 LetΓ be an ideal WTAS overU that has a prefix minterm. ThenΓ is an HTAS.

Proof: Let ΓH be the HTAS as described above. We will prove thatΓ = ΓH , thus showing thatΓ is
an HTAS. We start with proving thatΓH ⊆ Γ. Let X ∈ ΓH . Then for somei ∈ [m] the setX has at
leastki users from

⋃m
j=i Lj . LettingBi = U`i,`i+ki−1 denote the set of the firstki users from

⋃m
j=i Lj , the

non-decreasing monotonicity of the weights implies thatw(X) ≥ w(Bi). By the construction of levels in
ΓH , the setBi is a minterm ofΓ, whencew(Bi) ≥ T . Therefore,w(X) ≥ T and, consequently,X ∈ Γ.

Conversely, assume thatX /∈ ΓH . ThenX has at mostki − 1 users from
⋃m

j=i Lj , for everyi ∈ [m].
Consider the setA =

⋃m
i=1 Ai. By the definition ofA, it has exactlyki − 1 users from

⋃m
j=i Lj , for every
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Figure 1: A WTAS that is also an HTAS.

i ∈ [m]. Moreover,A is the set with the maximal weight among the sets that are unauthorized in the HTAS
and thusw(X) ≤ w(A). Therefore, it suffices to show thatA /∈ Γ in order to conclude thatX /∈ Γ and,
thus, complete the proof.

To this end, assume thatA ∈ Γ. ThenA contains some mintermM ∈ Γ. Assume thatM is of leveli,
L(M) = i, namely,i is the lowest level for whichM ∩ Li 6= ∅. ThenM ∩ Ai is a prefix ofM . In order to
arrive at a contradiction, we proceed to show that there can be no minterm that has a prefix which is a subset
of Ai.

Assume, by contradiction, that there are such minterms, and letM ′ be the lexicographically minimal
minterm of that sort. Letuh = M ′

min and letj be the maximal index such thatM ′ = Uh,j ∪ Z for some
Z ⊂ U . Sinceuh ∈ Ai and we observed earlier that no run-minterm starts inAi, we conclude thatZ 6= ∅
(anduj+1 ≺ Zmin because of the maximality ofj). We claim thatj < ti. Indeed, ifj ≥ ti, thenM ′ is a
proper superset of̂M = U`i+1,ti ∪{Zmin}. Sincew(M̂) ≥ w(U`i+1,ti+1) ≥ T , we get a contradiction since
a mintermM ′ cannot be a proper superset of an authorized setM̂ .

Next, defineQ = M ′ ∪ {uj+1} \ {uj}. The setQ is authorized and, by Lemma 5.1, it contains a
suffix mintermM ′′ that must containuj+1, for otherwise it would be a proper subset ofM ′. Therefore,
M ′ ∪ M ′′ = M ′ ∪ {uj+1} = Uh,j ∪ {uj+1} ∪ Z. We claim that all members ofZ are critical for this
union. Assume, by contradiction, thatM∗ = M ′ ∪ {uj+1} \ {z} is authorized, for somez ∈ Z. Since
w(uj+1) ≤ w(z) andM ′ was a minterm, alsoM∗ is a minterm. ButM∗ is a minterm that starts withinAi

andM∗ ≺ M ′, thus contradicting our choice ofM ′. Hence, by Corollary 4.5, the setUh,j+1 is dependent
inM. However, sincesi < h andj + 1 ≤ ti, this dependent set is properly contained in the mintermUsi,ti ,
leading to a contradiction. Hence,A /∈ Γ, and the proof is thus complete. 2

7 Ideal WTASs and TPASs

In the previous section we dealt with the case where the lexicographically minimal minterm ofΓ is a prefix
of U . Here, we handle the case where the lexicographically minimal minterm ofΓ is a lacunary prefix,
namely, it takes the formM = U1,d ∪ Ud+2,k for some1 ≤ d ≤ k − 2 andk ≤ n. Throughout this section
we assume that there is at least one minterm starting with the useru2, and that there are no self-sufficient
users. If this is not the case, thenΓ is a simple composition of access structures as shown in Section 8.2.
The section is organized as follows: first we show thatU2,k must be a minterm ofΓ. Consequently, we show
thatΓ is one of the two tripartite access structure (TPASs) that were defined in Definition 3.3. Finally, in
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Section 7.1, we design linear ideal secret sharing schemes that realize TPASs.

Consider the setU2,k. As U2,k = M ∪{ud+1} \ {u1} andw(ud+1) ≥ w(u1), the setU2,k is authorized.
We proceed to show that it is in fact a minterm ofΓ.

Claim 7.1 LetΓ be an ideal WTAS withM = U1,d ∪Ud+2,k being its lexicographical minimal minterm for
some1 ≤ d ≤ k − 2 andk ≤ n. Then if there exists a minterm that hasu2 as its minimal user,U2,k is a
minterm of Γ.

Proof: Let M ′ be the lexicographically minimal minterm starting withu2. Assume towards contradiction
that the authorized setU2,k is not a minterm. The mintermM ′ cannot be a run-minterm sinceU2,k−1 is
unauthorized (as its weight does not exceed that ofM \ {u1} which is a proper subset of the mintermM )
andU2,k is already an authorized set that is not a minterm. Lets be the maximal index such thatU2,s ⊂ M ′.
In that case, asM ′ is not a run-minterm,M ′ = U2,s ∪ Z whereZ 6= ∅ andus+1 ≺ Zmin. We claim that
s ≤ k − 2: Indeed, ifs ≥ k − 1 thenw(M ′) ≥ w(U2,k−1) + w(Z) ≥ w(U2,k); however, this is impossible
sinceU2,k is an authorized set that is not a minterm whileM ′ is assumed to be a minterm, and both sets
include the useru2 as the user of minimal weight.

As Z is the canonical complement ofU2,s, Lemma 5.5 implies that the setU2,s+1 is dependent. Hence,
it contains a circuitC1 of the corresponding matroidM. The circuitC1 must include the userud+1 (the
user that is missing in the mintermM ), since, otherwise, ass + 1 ≤ k− 1, the circuitC1 would be a subset
of the mintermM = U1,d ∪ Ud+2,k. We claim, and prove in the next paragraph, thatU1,d+1 is also a circuit
of M. Sinceu1 ∈ U1,d+1 but u1 /∈ C1, the setsC1 andU1,d+1 are two distinct circuits. In addition, both
circuits includeud+1. Therefore, by Lemma 4.6, the setC1 ∪ U1,d+1\ {ud+1} is dependent. However, this
set is contained in the mintermM = U1,d ∪ Ud+2,k. This contradiction implies thatU2,k is a minterm inΓ.

Hence, we need only to show thatU1,d+1 is a circuit ofM. Let Y = Ud+2,k, X = U1,d+1 and consider
ΓY,X , namely, the restriction ofΓ induced byY on X. By Lemma 4.11, it is an ideal WTAS, andU1,d is a
prefix minterm in that access structure. Therefore, by Theorem 6.7, the access structureΓY,X is an HTAS,
and, by Claim 6.2, the setU1,d+1 is a circuit in the matroid corresponding toΓY,X . By Lemma 5.5, applied
with P = U1,d, the setUd+2,k as the canonical complement ofP , andb = ud+1, the setP ∪ b = U1,d+1 is
dependent inM. Assume, by contradiction that it is not a circuit. Therefore, it possesses a proper subset
C ′ ⊂ U1,d+1 that is a circuit. By Lemma 4.12, the setC ′ would have to be dependent in the matroid
corresponding toΓY,X . But asU1,d+1 is a circuit in that matroid, this is impossible. Hence,U1,d+1 is also a
circuit inM. This completes the proof. 2

In view of the above, as we assume herein that there are minterms that start withu2, we conclude that
U2,k is a minterm. This is a prefix minterm in the restriction ofΓ to U2,n, denoted hereinafterΓ′. SinceΓ′ is
ideal by Lemma 4.11, and a WTAS by Claim 4.13, and it has a prefix minterm, Theorem 6.7 implies that it
is also an HTAS. Since we assumed thatΓ has no self-sufficient users, then by Claim 6.5, the HTASΓ′ has
at most two levels.

We separate our discussion to two cases, according to the number of levels inΓ′. First, we consider the
case whereΓ′ is a simple threshold access structure.

Claim 7.2 If Γ′ is an HTAS of one level (i.e., it is a threshold access structure), then a setX ⊆ U is in Γ if
and only if|X| ≥ k − 1 and|X ∩ Ud+2,n| ≥ k − 1− d.

Proof: Let us begin with setsX that do not include the useru1, namely,X ⊆ U2,n. For such sets, the
second threshold condition (|X ∩ Ud+2,n| ≥ k − 1− d) is implied by the first one (|X| ≥ k − 1). Since we
assumed thatΓ′, which is the restriction ofΓ to U2,n, is a simple threshold access structure, and the value of
the threshold equals|U2,k| = k − 1, the statement is straightforward in this case.
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Next, consider setsX such thatu1 ∈ X. If X satisfies the two conditions in the claim, then its weight
is no less than the weight ofM = U1,d ∪ Ud+2,k. As w(M) ≥ T , we conclude thatX ∈ Γ. Conversely,
assume thatX ∈ Γ but it fails to satisfy one of the two conditions in the claim. Without loss of generality,
we may assume thatX is a minterm ofΓ. Thus, by Lemma 5.3,|X| = |M | = k − 1. Therefore,X may
violate only the second condition in the claim, namely,|X ∩ Ud+2,n| < k − 1 − d. But thenU1,d+1 ⊂ X
and that cannot be since thenX ≺ M = U1,d ∪ Ud+2,k andM was assumed to be the lexicographically
minimal minterm inΓ. 2

The access structure that is described in Claim 7.2 is a tripartite access structure withB = ∅. This
special case of tripartite access structures is referred to asbipartite. In a bipartite access structure there are
two classes of users, and users in the same class play an equivalent role in the access structure. Namely, in
order to determine whether a given subset is authorized, it suffices to examine how many users it has in each
class. The two classes we have here areU1,d+1 andUd+2,n. In [22], all ideal bipartite access structures were
characterized and realized by suitable linear secret sharing schemes. (The access structure in Claim 7.2 falls
also under the class of access structures that were introduced and realized by explicit linear secret sharing
schemes in [32].)

We are left with the case whereΓ′ is an HTAS of exactly two levels. Assume thatX ∈ Γ′ if it has at
leastk1 users fromU2,n or at leastk2 users fromUr+1,n for some3 ≤ r ≤ n − 2. As U2,k is a minterm,
k1 = k − 1.

Claim 7.3 Under the above assumptions, a setX ⊆ U is in Γ if and only if |X ∩ Ur+1,n| ≥ k2 or both
|X| ≥ k1 and|X ∩ Ud+2,n| ≥ k1 − d.

Proof: Assume first thatX ⊆ U satisfies one of the above two threshold conditions. If|X ∩ Ur+1,n| ≥ k2

thenX ∈ Γ′ and thusX ∈ Γ. If X satisfies the second condition then it also belongs toΓ since the set of
minimal weightX that satisfies both|X| ≥ k1 and|X ∩ Ud+2,n| ≥ k1 − d is X = M = U1,d ∪ Ud+2,k,
andM ∈ Γ.

Assume next thatX ∈ Γ. Without loss of generality, we may assume thatX is a minterm and prove
that it satisfies one of the two threshold conditions in the claim. We separate the discussion into two cases.
If u1 /∈ X thenX ∈ Γ′. Thus either|X ∩ Ur+1,n| ≥ k2 or |X| ≥ k1. If |X| ≥ k1 then, asu1 /∈ X, it must
be that|X ∩ Ud+2,n| ≥ k1 − d. If, on the other hand,u1 ∈ X, then by Lemma 5.3, we get that|X| = k1.
But then, since no minterm containsU1,d+1, it must be that|X ∩ Ud+2,n| ≥ k1 − d. 2

The access structureΓ, as appears in Claim 7.3, coincides with one of the two TPASs in Definition 3.3.
In caser ≥ d + 1, we setA = U1,d+1, B = Ud+2,r, C = Ur+1,n and thenΓ is of type∆1,

Γ = {X ⊆ U : (|X| ≥ k1 and |X ∩ (B ∪ C)| ≥ k1 − d) or |X ∩ C| ≥ k2} .

If, on the other hand,r < d+1, we claim thatΓ is of type∆2. To that end, we setA = U1,r, B = Ur+1,d+1,
andC = Ud+2,n. By Claim 7.3, the structure ofΓ is

Γ = {X ⊆ U : (|X| ≥ k1 and |X ∩ C| ≥ k1 − d) or |X ∩ (B ∪ C)| ≥ k2} .

It remains to show that the size of the setB is bounded, in accord with Definition 3.3.

Claim 7.4 If r < d + 1, then|B| < d + k2 − k1.

Proof: The access structureΓ′, the restriction ofΓ to U2,n, is an HTAS of two levels. A setX is in Γ′ if
it has at leastk1 users fromU2,n or at leastk2 users fromUr+1,n. Therefore,U2,k = U2,k1+1 is a minterm
and so isUr+1,r+k2 . Consequently,r + k2 > k1 + 1 (since otherwise the second minterm would have been
a proper subset of the first one). As|B| = |Ur+1,d+1| = d + 1− r, we infer that|B| < d + k2 − k1. 2
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Example 7.5 Consider the setU = {u1, . . . , u9}, and letΓ be a WTAS where the weights are16, 16, 17,
18, 19, 24 ,24 ,24, and24 and the threshold is92. First note that there is no prefix minterm asw(U1,5) =
16 + 16 + 17 + 18 + 19 = 86 < 92 andw(U2,6) = 16 + 17 + 18 + 19 + 24 = 94 ≥ 92, and thusU1,6 is
not a minterm. The lexicographically minimal minterm isU1,3 ∪ U5,6, and sod = 3 andk = 6. The HTAS
structure resulting from the restriction ofΓ to U2,9 is composed of two levelsU2,5 andU6,9, that isr = 5,
with thresholdsk1 = 5 andk2 = 4. Sincer > d + 1, the access structure is of type∆1. SettingA = U1,4,
B = {u5}, andC = U6,9, a set is authorized if it has at least4 users fromC, or if it has at least5 users,
where at least2 of whom are fromB ∪ C.

We summarize this section in the next theorem.

Theorem 7.6 LetΓ be an ideal WTAS withM = U1,d ∪ Ud+2,k being its lexicographical minimal minterm
for some1 ≤ d ≤ k − 2 andk ≤ n. If there exists a minterm inΓ that hasu2 as its minimal member andΓ
has no self-sufficient users, thenΓ is a TPAS.

7.1 Ideal Linear Secret Sharing Schemes for TPASs

We now turn to describe ideal linear secret sharing schemes that implement the TPASs∆1 and ∆2 in
Definition 3.3. Those schemes extend the ideas of the schemes that were presented in [22] for bipartite
access structures. In fact, if we takeB = ∅ then our schemes coincide with the schemes of [22].

Let us first briefly recall the definition of those access structures. Assume that|U | = n and U =
A ∪B ∪ C, whereA, B, andC are disjoint, andA,C 6= ∅. Let m, d, t ∈ N be such thatm > t. Then

∆1 = {X ⊆ U : (|X| ≥ m and |X ∩ (B ∪ C)| ≥ m− d) or |X ∩ C| ≥ t} ,

and
∆2 = {X ⊆ U : (|X| ≥ m and |X ∩ C| ≥ m− d) or |X ∩ (B ∪ C)| ≥ t} ,

where in∆2 the size ofB is restricted to|B| ≤ d + t−m.
Let F be a sufficiency large finite field. For aλ ∈ F and an integers define the Vandermonde vector

Vs(λ) := (1, λ, λ2, . . . , λs−1) (for clarity, we denote hereinafter all vectors with bold-faced letters). Recall
that for any setA ⊆ F if |A| ≤ s then the vectors{Vs(λ) : λ ∈ A} are linearly independent. Thus, for any
setA ⊆ F if |A| ≥ s, the vectors{Vs(λ) : λ ∈ A} span the entire spaceFs. Let E = Fm andE1 andE2

be subspaces ofE of dimensionsd andt, respectively, such that ifd + t ≥ m thenE = E1 + E2, otherwise
E1 ∩ E2 = {~0}. Denoter = dim(E1 ∩ E2) = max(0, d + t−m). If r > 0, let Λ = {λ1, . . . , λr} be a set
of elements fromF, otherwiseΛ = ∅. Let

ϕ1 : Fd → E1 andϕ2 : Ft → E2

be two isomorphisms such that

ϕ1(Vd(λi)) = ϕ2(Vt(λi)) ∀λi ∈ Λ . (3)

Finally, we define the functionsa : F→ E1 andb : F→ E2 as follows:

a(λ) = ϕ1(Vd(λ)) andb(λ) = ϕ2(Vt(λ)) ∀λ ∈ F .

The target vector in the ideal linear secret sharing schemes that we construct below isb(λT ) for some
λT ∈ F\Λ. Note that the target vector is inE2\E1.
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Figure 2: The linear spaces in the proof of Lemma 7.7.

Next, we describe the functionη : U → E that assigns vectors fromE to users inU , so that the
vectors of authorized subsets span the target vector, while the vectors of unauthorized subsets do not, i.e.,
b(λT ) ∈ span{η(S)} iff S ∈ Γ. By Theorem 2.5, this implies that the scheme realizesΓ. The technique
we use is similar for both types of access structures,Γ = ∆1 andΓ = ∆2. We assign the vectors to users
one at a time and prove correctness by induction. Assume that we already assigned vectors to all users in
U ′ ⊂ U and that we wish to find a proper assignment of a vector to an additional useru ∈ U \U ′. We shall
denote this stage in the assignment by〈U ′, u〉. The goal is to find an assignmentη(u) of a vector, so that
the following conditions hold:

C1. If S ⊆ U ′, S /∈ Γ butS′ := S ∪ {u} ∈ Γ, thenη(u) should be such thatb(λT ) ∈ span{η(S′)}.
C2. If S ⊆ U ′, S /∈ Γ andS′ := S ∪ {u} /∈ Γ, thenη(u) should be such thatb(λT ) /∈ span{η(S′)}.

We shall always look for the vectorη(u) in a single-parameterized family of vectors{ζ(λ) ∈ E : λ ∈ F}
(in the constructions that we present here,ζ(λ) is one ofa(λ), b(λ), andVm(λ)). Using Lemma 7.7 below,
we shall show that at each stage of the assignment,〈U ′, u〉, and for everyS ⊆ U ′, whereS /∈ Γ, there
are finitely many bad choices of the parameterλ that give rise to vectorsη(u) = ζ(λ) that would violate
the relevant condition above. Hence, since|2U ′ \ Γ| is bounded, there exists a good choice ofλ such that
η(u) = ζ(λ) satisfies all necessary conditions, provided that the field is sufficiently large. Thus, in the rest
of the proof we bound the number of bad values for a specific setS.

Since we are interested only in proving that both TPASs,∆1 and∆2, are ideal, we do not address herein
the question of how largeF should be with respect to the parameters of the access structure, nor we are
interested in the efficiency of the proposed schemes. However, similarly to [22], it can be verified that the
size of the field that our schemes require, which is the size of the domain of secrets and shares, is2O(n).

Lemma 7.7 LetX ⊆ F andY ⊆ F\Λ be such that|X| < d and|X|+|Y | < m. LetV = span{a(x),b(y) :
x ∈ X, y ∈ Y }. ThenE1\V 6= ∅.
Proof: Hereinafter, letVX = span{a(x) : x ∈ X}, VY = span{b(y) : y ∈ Y }, andE1,2 = E1 ∩ E2 (see
Figure 2 for an illustration of those linear spaces) . Let us begin with the fairly easy case whenm ≥ d+t. In
that case, sinceE1 ∩E2 = {~0}, we claim thatV ∩E1 = VX , whencedim(E1\V ) = dimE1 − dimVX =
d− |X| > 0. Indeed, letu be an arbitrary vector fromV ∩ E1. Then, on one hand,u = vx + vy for some
vx ∈ VX andvy ∈ VY , and on the other handu ∈ E1. Therefore,vy = u − vx ∈ E1 − VX = E1. But
sincevy ∈ VY ⊆ E2 andE1 ∩ E2 = {~0}, we infer thatvy = ~0. This implies thatu = vx ∈ VX .

Next, we prove the claim for the case wherer = d + t −m > 0. Without loss of generality, we may
assume that|Y | = t − k for some0 ≤ k ≤ r. Indeed, if|Y | > t it may be reduced toY − ⊂ Y of size
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|Y −| = t without affectingV . If, on the other hand,|Y | < t− r, it may be extended to a supersetY + ⊃ Y
of size|Y +| = t− r. Since|X|+ |Y +| < d + t− r = m, we may prove the statement forX andY + and
then infer that it also holds forX andY .

Assume, towards contradiction, thatE1 ⊆ V , whencedim(V ∩ E1) = dimE1 = d. We claim that this
assumption implies the following two statements:

dim(VY ∩ E1,2) = r − k and dim(VX ∩ E1,2) < k . (4)

After proving these two statements, we may derive the sought-after contradiction as follows. Since we
assumed thatE1 ⊆ V = VX + VY , all vectorse ∈ E1,2 may be expressed ase = x + y wherex ∈ VX and
y ∈ VY . But sincedimE1,2 = r > dim(VX ∩ E1,2) + dim(VY ∩ E1,2), as implied by the two statements
in (4), there exists at least one vectore ∈ E1,2, such thate = x + y, for which eitherx ∈ E1\E2 or
y ∈ E2\E1. Without loss of generality, we assume thatx ∈ E1\E2. But thenx = e−y ∈ E1,2 +VY ⊆ E2,
as opposed to our assumption thatx /∈ E2.

Next, we prove the statements in (4). Let us begin with the equality in (4). The dimension ofE1,2 + VY

is t since thet−k base vectors ofVY , namely{b(y) : y ∈ Y }, may be extended to a full basis ofE2 by any
k base vectors ofE1,2 of the formb(λ), λ ∈ Λ (recall that|Λ| = r ≥ k and thatY ⊂ F \ Λ). Therefore,

dim(VY ∩ E1,2) = dimVY + dimE1,2 − dim(E1,2 + VY ) = (t− k) + r − t = r − k .

In order to prove the inequality in (4), we first prove that

dim(VX + E1,2) = d. (5)

SinceVX + E1,2 ⊆ E1 anddimE1 = d, all we need to show is thatE1 ⊆ VX + E1,2. We assumed that
E1 ⊆ V = VX + VY . Hence, for eache ∈ E1 there existx ∈ VX andy ∈ VY such thate = x + y. But
theny = e − x ∈ E1 + VX = E1. Sincey ∈ VY ⊂ E2 we conclude thaty ∈ E1,2. This implies that
e ∈ VX + E1,2, whence we arrive at the required conclusion thatE1 ⊆ VX + E1,2. Finally, the inequality
in (4) is a straightforward consequence of (5). Indeed,

dim(VX ∩ E1,2) = dimVX + dimE1,2 − dim(VX + E1,2) = |X|+ r − d ;

recalling that|X| < m − |Y | = m − t + k andr = t + d −m we infer thatdim(VX ∩ E1,2) < k. That
concludes the proof. 2

7.1.1 Realizing∆1

Here,Γ is an access structure of type∆1. We assign the vectors in three stages. We first describe the
assignmentη(u) for all u ∈ C, then foru ∈ A and finally foru ∈ B.

Step 1: Assigning vectors to users inC. Let C = {ci}1≤i≤|C|, and letγi, where1 ≤ i ≤ |C|, be distinct
elements ofF\Λ, all different fromλT . Then

η(ci) = b(γi) 1 ≤ i ≤ |C| .

This is essentially the Shamirt-out-of-|C| scheme. Therefore, everyt users inC can reconstructb(λT )
while not− 1 users can.
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Step 2: Assigning vectors to users inA. Let A = {ai}1≤i≤|A|. Our claim is that, assumingF is large
enough, we may findαi ∈ F, where1 ≤ i ≤ |A|, so that the assignmentη(ai) = a(αi) is consistent with
Γ, restricted toA ∪ C, and, in addition, for anyS ⊆ A ∪ C whereS /∈ Γ, the following equality holds,

dim span{η(S)} = |S ∩ (B ∪ C)|+ min(|S ∩A|, d) . (6)

(Herein, we could have replacedS ∩ (B ∪C) with S ∩C sinceS does not include users fromB.) Namely,
whenever we augment an unauthorized setS ⊆ A∪C with an additional user fromA, the dimension of the
corresponding subspace that is spanned by the vectors owned byS increases by 1, up to a limit ofd users
from A (i.e., all users fromA beyond the firstd ones are redundant). Using (6) we guarantee that ifS ∈ Γ
and|S ∩ C| < t then the vectors assigned toS spanE, and in particular, span the target vectorb(λT ). We
shall prove this claim by induction. Assume that we already assigned vectors toA1,j := {a1, . . . , aj} for
some0 ≤ j < |A|, so thatΓ is respected and (6) holds for allS ∈ 2U ′\Γ, whereU ′ = A1,j ∪ C. This
assumption is obviously true forj = 0. We proceed to look for an assignmentη(aj+1) = a(αj+1) for the
next user fromA so that conditionsC1 andC2 hold for allS ∈ 2U ′ \ Γ (in order to keep respectingΓ) and
equality (6) holds for allS ∈ 2U ′∪{aj+1}\Γ. As explained earlier, it suffices to concentrate on a single set
S ∈ 2U ′ \ Γ and bound the number of bad choices ofαj+1 ∈ F for that specific set.

LetS ∈ 2U ′\Γ be such thatS′ := S∪{aj+1} ∈ Γ. Since|S′| = |S|+1 but|S′∩(B∪C)| = |S∩(B∪C)|,
the fact thatS /∈ Γ andS′ ∈ Γ implies that|S| = m− 1 and|S ∩ (B ∪C)| ≥ m− d. This, in turn, implies
that |S ∩A1,j | < d. Therefore, by Lemma 7.7, applied toX = {αi}1≤i≤j andY = {γi}1≤i≤|C|, the
vectors owned byS span a subspace ofE1 of dimensiond− 1 at the most. Hence, for all but at mostd− 1
values ofαj+1 ∈ F, we havedim span{η(S′)} = dim span{η(S)}+ 1. Now, by the induction hypothesis,
the setS satisfies equality (6). Therefore, since|S ∩A| = |S ∩A1,j | < d, we get that

dim span{η(S)} = |S ∩ C|+ min(|S ∩A|, d) = |S ∩ C|+ |S ∩A| = |S| = m− 1 .

This implies thatdim span{η(S′)} = m = dimE so thatb(λT ) ∈ span{η(S′)} andC1holds.
Let S ∈ 2U ′ \Γ be such thatS′ := S∪{aj+1} /∈ Γ. If |S ∩A1,j | ≥ d, then span{η(S′)} = span{η(S)}

for any choice ofαj+1; hence, no matter how we choseαj+1 in this case, the augmented setS′ will remain
incapable of spanning the target vector. Also, since anyd vectors of the forma(αi) span the same subspace
E1, any choice ofαj+1 will result with an assignment that keeps respecting equality (6).

Hence, we restrict our attention to subsetsS ∈ 2U ′ \ Γ for which |S ∩A1,j | < d. We claim that in
this case|S| ≤ m − 2. Assume, by contradiction, that|S| ≥ m − 1. As |S ∩A1,j | < d we infer that
|S ∩ C| ≥ m − d. Since|S′ ∩ C| = |S ∩ C| ≥ m − d and|S′| = |S| + 1 ≥ m, we infer thatS′ ∈ Γ, as
opposed to our assumption. Hence,|S| ≤ m− 2. Our goal is to findαj+1 so that the target vector is not in
span{η(S′)} (in order to keep respectingΓ) and that equality (6) still holds for allS ∈ 2U ′\Γ. Concentrating
on the first part of our mission, we want to findαj+1 so thata(αj+1) /∈ span{η(S) ∪ {b(λT )}}. By
Lemma 7.7, forX = {αi}1≤i≤j andY = {γi}1≤i≤|C| ∪ {λT }, the space span{η(S) ∪ {b(λT )}} ∩E1 is a
subspace ofE1 of dimensiond− 1 at the most. We infer that for all but possiblyd− 1 values ofαj+1 ∈ F,
the vectora(αj+1) increases the dimension of span{η(S)∪{b(λT )}} by 1. It is easy to see that for all such
selections, we get an assignment that will also respect equality (6). This completes the proof that a proper
assignment of vectors exists for all users inA ∪ C. We are ready to proceed to the third and final stage in
the assignment.

Step 3: Assigning vectors to users inB. Here we assign vectors to the users inB (note thatB may be
empty). LetB = {bi}1≤i≤|B|. As before, we claim that, providedF is large enough, there existβi ∈ F,
where1 ≤ i ≤ |B|, so that the assignmentη(bi) = Vm(βi) is consistent withΓ, and, in addition, for any
S /∈ Γ, equality (6) holds. Namely, whenever we augment an unauthorized setS with an additional user
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from B, the corresponding subspace that is spanned by the vectors owned byS increases by 1. We shall
prove this claim by induction. Assume that we already assigned vectors toB1,j := {b1, . . . , bj} for some
0 ≤ j < |B|, so thatΓ is respected and (6) holds for allS ∈ 2U ′\Γ, whereU ′ = B1,j ∪ A ∪ C. This
assumption is obviously true forj = 0. Next, we look for an assignment for the next user fromB, that is
η(bj+1) = Vm(βj+1), so that conditionsC1 andC2 hold for all S ∈ 2U ′ \ Γ (in order to keep respecting
Γ) and equality (6) holds for allS ∈ 2U ′∪{bj+1}\Γ. Again, we concentrate on a single setS ∈ 2U ′ \ Γ and
bound the number of bad choices ofβj+1 ∈ F for that specific set.

Let S ∈ 2U ′ \ Γ be such thatS′ := S ∪ {bj+1} ∈ Γ. SinceS /∈ Γ butS′ ∈ Γ, and the added userbj+1

is fromB, we conclude that whileS fails to satisfy the first of the two threshold conditions in the definition
of ∆1, i.e., |S| < m or |S ∩ (B ∪ C)| < m − d, the setS′ does satisfy that condition, namely,|S′| ≥ m
and|S′ ∩ (B ∪C)| ≥ m− d. There are two cases to consider here, according to which of the two threshold
conditions were violated byS:

1. |S| = m− 1.

2. |S| ≥ m but |S ∩ (B ∪ C)| = m− d− 1.

In the first case, we claim that|S ∩ A| ≤ d. Indeed, since|S′ ∩ (B ∪ C)| ≥ m − d and|S′ ∩ (B ∪ C)| =
|S ∩ (B ∪ C)| + 1, we have|S ∩ (B ∪ C)| ≥ m − d − 1, whence|S ∩ A| = |S| − |S ∩ (B ∪ C)| ≤
(m− 1)− (m− d− 1) = d. Applying the induction hypothesis toS, we get by equality (6) that

dim span{η(S)} = |S ∩ (B ∪ C)|+ min(|S ∩A|, d) = |S ∩ (B ∪ C)|+ |S ∩A| = |S| = m− 1 .

Therefore, for all butm − 1 values ofβj+1, we get thatdim span{η(S′)} = dim span{η(S)} + 1 = m,
whenceb(λT ) ∈ span{η(S′)}.
Next, we show how to reduce the second case to the first case. In the second case|S ∩ A| = |S| − |S ∩
(B ∪ C)| ≥ m− (m− d− 1) = d + 1. Hence,S includes too many users fromA, since for alla ∈ A, the
vectorη(a) is chosen from thed-dimensional spaceE1. Let a ∈ S ∩A and defineS1 = S \ {a} andS′1 =
S1 ∪ {bj+1}. Obviously,S1 /∈ Γ and, as can be easily verified,S′1 ∈ Γ. Since span{η(S)} = span{η(S1)}
and span{η(S′)} = span{η(S′1)}, if βj+1 is chosen properly forS1, it will be also an appropriate choice
for S. Hence, we may repeat this reduction stage until we reach a setS1 of size|S1| = m − 1, and then
apply the arguments of the first case to conclude that all butm− 1 values ofβj+1 are appropriate choices.

Let S ∈ 2U ′ \ Γ be such thatS′ := S ∪ {bj+1} /∈ Γ. Arguing along the same lines as above, we may
assume, without loss of generality, that|S ∩A| ≤ d, since anyd members ofA spanE1. We claim that
|S| ≤ m− 2. Indeed, if|S| ≥ m− 1 then|S ∩ (B ∪ C)| ≥ m− 1− d, as|S ∩A| ≤ d. This implies that
|S′ ∩ (B ∪ C)| ≥ m− d and|S′| ≥ m, whenceS′ ∈ Γ, in contradiction to our assumption. Therefore, the
dimension of span{η(S)∪ {b(λT )}} is at mostm− 2 + 1. Consequently, for all but possiblym− 1 values
of βj+1 ∈ F, we haveVm(βj+1) /∈ span{η(S) ∪ {b(λT )}}. Hence, for all but possiblym − 1 values of
βj+1 ∈ F, we get thatb(λT ) /∈ span{η(S) ∪ {Vm(βj+1)}}. Clearly, all such selections yield assignments
that respect equality (6).

This concludes the description of the assignmentη : U → E and the proof that it yields an ideal linear
sharing scheme that realizes a given access structureΓ of type∆1.

7.1.2 Realizing∆2

Here we propose an ideal linear secret sharing scheme for access structuresΓ that are a TPAS of type∆2.
Recall that, by Definition 3.3, in such access structures|B| ≤ |Λ| = r = d + t − m. We concentrate on
cases wherer > 0 (if r = 0 thenB = ∅ and then we get a bipartite access structure).
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Step 1: Assigning vectors to users inB ∪ C. The users inB andC are assigned distinct vectors of the
form b(βi) andb(γi), respectively, where{βi}1≤i≤|B| ⊂ Λ and{γi}1≤i≤|C| ⊂ F\ (Λ ∪ {λT }). Clearly,
anyt users fromB ∪ C may reconstructb(λT ) while not− 1 users can.

Step 2: Assigning vectors to users inA. Let A = {ai}1≤i≤|A|. Our claim is that, assumingF is large
enough, we may findαi ∈ F, where1 ≤ i ≤ |A|, so that the assignmentη(ai) = a(αi) is consistent with
Γ, and, in addition, for anyS ⊆ U whereS /∈ Γ, the following equality holds,

dim span{η(S)} = |S ∩ C|+ min(|S ∩ (A ∪B)|, d) . (7)

We shall prove this claim by induction. Assume that we already assigned vectors toA1,j := {a1, . . . , aj}
for some0 ≤ j < |A|, so thatΓ is respected and (7) holds for allS ∈ 2U ′\Γ, whereU ′ = A1,j ∪ B ∪ C.
This assumption is true forj = 0 since then, on one hand,dim span{η(S)} = |S|, while on the other hand
S ∩A = ∅ and|S ∩B| ≤ |B| ≤ d+ t−m ≤ d. We proceed to look for an assignmentη(aj+1) = a(αj+1)
for the next user fromA, so that conditionsC1andC2hold for allS ∈ 2U ′ \Γ and equality (7) holds for all
S ∈ 2U ′∪{aj+1}\Γ.

LetS ∈ 2U ′ \Γ be such thatS′ := S∪{aj+1} ∈ Γ. We infer that|S| = m−1 and|S∩C| ≥ m−d. This
implies that|S∩(A∪B)| = |S|−|S∩C| ≤ d−1. By Lemma 7.7, applied toX = {αi}1≤i≤j∪{βi}1≤i≤|B|
andY = {γi}1≤i≤|C| (here we use the fact thatβi ∈ Λ so that, in view of (3),a(βi) = b(βi)), the vectors
owned byS span a subspace ofE1 of dimensiond − 1 at the most. Hence, for all butd − 1 values of
αj+1 ∈ F, dim span{η(S′)} = dim span{η(S)} + 1. Now, by the induction hypothesis, the setS satisfies
equality (7). Therefore, since|S ∩ (A ∪B)| < d, we get that

dim span{η(S)} = |S ∩ C|+ min(|S ∩ (A ∪B)|, d)
= |S ∩ C|+ |S ∩ (A ∪B)| = |S| = m− 1.

This implies thatdim span{η(S′)} = m so thatb(λT ) ∈ span{η(S′)}.
Let S ∈ 2U ′ \ Γ be such thatS′ := S ∪ {aj+1} /∈ Γ. There are two cases to consider here. If

|S ∩ (A ∪B)| ≥ d, then any choice ofαj+1 is good. This is because, in view of (3), the vectors given to
users inB areb(βi) = a(βi) whereβi ∈ Λ, and, consequently, if|S ∩ (A ∪ B)| ≥ d, the vectors held by
the users ofS already span all ofE1. Hence, for any choice ofαj+1, span{η(S′)} = span{η(S)} andS′

will still satisfy equality (7).
This leaves us with the case|S ∩ (A ∪B)| < d. In that case|S| ≤ m − 2 (since if |S| ≥ m − 1 then

|S ∩ C| = |S| − |S ∩ (A ∪B)| ≥ m − d and |S′| = |S| + 1 ≥ m, and consequently,S′ would have
been authorized). Our goal is to findαj+1 so that the target vector is not in span{η(S′)} (in order to keep
respectingΓ) and that equality (7) still holds. Concentrating on the first part of our mission, we want to find
αj+1 so thata(αj+1) /∈ span{η(S) ∪ {b(λT )}}. By Lemma 7.7, forX = {αi}1≤i≤j ∪ {βi}1≤i≤|B| and
Y = {γi}1≤i≤|C| ∪{λT }, the space span{η(S)∪{b(λT )}}∩E1 is a subspace ofE1 of dimensiond− 1 at
the most. Hence, for all but possiblyd− 1 values ofαj+1 ∈ F, the vectora(αj+1) increases the dimension
of span{η(S) ∪ {b(λT )}} by 1. It is easy to see that for all such selections, we get an assignment that will
also respect equality (7).

8 A Recursive Characterization of Ideal WTASs by Means of Composition

In this section we show that ifΓ is an ideal WTAS that is not one of the structures that we identified in
Sections 6.3 and 7, namely, an HTAS or a TPAS, then it is a composition of two ideal WTASs that are
defined over smaller sets of users. By doing so, we obtain a recursive characterization of ideal WTASs.
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8.1 WTASs and Composition of Access Structures

We begin with the following fundamental lemma that asserts that a composition of two access structures is
ideal if and only if those two access structures are ideal.

Lemma 8.1 Let U1 and U2 be disjoint sets. Letu1 ∈ U1, and defineU = U1 ∪ U2\ {u1}. SupposeΓ1

andΓ2 are access structures overU1 andU2 respectively such thatu1 is not redundant inΓ1 andΓ2 6= ∅.
Furthermore, letΓ be the composition ofΓ1 andΓ2 via u1. ThenΓ is ideal if and only if bothΓ1 andΓ2 are
ideal. Moreover, if bothΓ1 andΓ2 have an ideal linear secret sharing schemes, thenΓ has an ideal linear
secret sharing scheme.

Proof: Assume thatΓ1 andΓ2 are ideal. We show thatΓ is ideal by describing an ideal secret sharing
scheme that realizes it. Given a secrets, we share it among the users ofU1 using an ideal secret sharing
scheme forΓ1. Then, ifs1 is the share ofu1 in that scheme, we share it among the users ofU2 using an ideal
secret sharing scheme forΓ2. The resulting scheme is clearly ideal, and its correctness and perfect security
stem from the correctness and perfect security of the two schemes forΓ1 andΓ2. It is easy to verify that if
both secret sharing schemes forΓ1 and forΓ2 are linear, then so is the resulting scheme forΓ.

Conversely, suppose thatΓ is ideal. LetM ⊂ U be a minterm ofΓ and letM = M1 ∪ M2 where
M1 = M ∩ (U1 \ {u1}) andM2 = M ∩ U2. We chooseM for which M2 6= ∅ (sinceu1 is not redundant
in Γ1 andΓ2 6= ∅ such a minterm exists). By Definition 3.4,M ∈ Γ if and only if M1 ∪ {u1} ∈ Γ1 and
M2 ∈ Γ2. Furthermore,

M1 ∪M ′
2 ∈ Γ iff M ′

2 ∈ Γ2 and M ′
1 ∪M2 ∈ Γ iff M ′

1 ∪ {u1} ∈ Γ1 . (8)

From the first observation above we conclude thatΓ2 coincides withΓM1,U2 – the restriction ofΓ thatM1

induces onU2. Since by Lemma 4.11 any restriction of an ideal access structure is ideal, we infer thatΓ2 is
ideal. As forΓ1, let x be an arbitrary element ofM2, let U ′ = U1\ {u1} ∪ {x}, and consider the restriction

Γ′ := ΓM2\{x},U ′ = {Q ⊆ U ′ : (M2\ {x}) ∪Q ∈ Γ}.

We claim, and prove below, thatΓ′ is isomorphic toΓ1 under the natural bijection from2U1 to 2U ′ (i.e.,
A ⊆ U1 is mapped toA′ := A\{u1} ∪ {x} ∈ U ′ if u1 ∈ A, and toA′ = A otherwise). Therefore, sinceΓ′

is a restriction ofΓ, it is ideal, as implied by Lemma 4.11, and, consequently, so isΓ1.
We conclude with a proof of the isomorphism. Assume thatA ∈ Γ1. If u1 /∈ A thenA ∈ Γ. Hence,

alsoA′ = A ∈ Γ and, in particular,A′ ∈ Γ′. If u1 ∈ A then(A \ {u1}) ∪M2 ∈ Γ (this is implied by the
second observation in (8)); hence,A′ ∪ (M2\{x}) ∈ Γ and, therefore,A′ ∈ Γ′. Conversely, assume that
A′ ∈ Γ′, namely,(M2\ {x}) ∪ A′ ∈ Γ. If x /∈ A′ thenA′ ⊆ U1\{u1}. As M2 is a minterm ofΓ2 (this is
implied by the first observation in (8)),M2\{x} /∈ Γ2. Hence, by Definition 3.4, we conclude thatA′ ∈ Γ1.
But in that caseA = A′ so thatA ∈ Γ1. If x ∈ A′ then(A′\ {x}) ∪M2 ∈ Γ from which it follows that
A = (A′\ {x}) ∪ {u1} ∈ Γ1. 2

The recursive characterization of ideal WTASs will be obtained by distinguishing between two types
of users. Specifically, we shall identify a subset of so-called strong users that takes the form of a suffix,
S = Uk,n, wherek ≥ 3, and then the complement subset will be thought of as the subset of weak users,
W = U1,k−1. A subset of strong users will be calledS-cooperative if it is unauthorized, but it may become
authorized if we add to it some weak users.

Definition 8.2 (Cooperative Set)Given Y ⊆ S, if Y /∈ Γ but W ∪ Y ∈ Γ, thenY is called anS-
cooperativeset.
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By Claim 4.13, the access structureΓY,W , the restriction ofΓ induced byY on W , is a WTAS for any
partitionU = W ∪ S andY ⊆ S. We proceed to define a condition on the setS, such that if it is satisfied
for some suffixS = Uk,n, wherek ≥ 3, the access structureΓ is a composition of two ideal WTASs that
are defined on sets smaller thanU .

Definition 8.3 (Strong Set) If for any twoS-cooperative setsY1, Y2 ⊆ S, the corresponding restrictions of
Γ to W coincide, i.e.ΓY1,W = ΓY2,W , the setS is called astrongset of users.

If S is a strong set of users, there exists an access structure onW , denotedΓW , such thatΓW = ΓY,W for
all cooperative subsetsY ⊂ S. In that case, every mintermM ∈ Γ is either contained inS or M∩W ∈ ΓW .
The following theorem shows that ifS is a strong set of users,Γ is a composition of two ideal WTASs.

Theorem 8.4 LetΓ be an ideal WTAS overU . SupposeS = Uk,n, for somek ≥ 3, is a strong set of users.
ThenΓ is a composition of two ideal WTASs, where each access structure is defined on a set smaller than
U .

Proof: Let Y be an arbitraryS-cooperative set,Q ⊆ W be a minterm ofΓY,W , andx be an arbitrary
element ofQ. BothΓY,W andΓ′ = ΓQ\{x},S∪{x} are restrictions ofΓ. Thus, by Lemma 4.11, they are both
ideal, and by Claim 4.13 they are both WTASs. Let∆ be the composition ofΓY,W andΓ′ via x (sincex
belongs to the domains of both access structures,W andS ∪ {x}, we may define the composition by first
replacing the userx in Γ′ with a copyx′ and then composeΓY,W andΓ′ via x′). We note that∆, like Γ, is
defined onU = W ∪S. We proceed to show thatΓ = ∆, thus proving the lemma (note thatΓY,W is defined
onW , whose size isk − 1 < n, andΓ′ is defined onS ∪ {x} whose size isn− k + 2 < n).

Let M be a minterm ofΓ. Then eitherM ⊆ S, or M ∩W 6= ∅. If M ⊆ S, thenM ∈ Γ′. Sincex /∈ M
we conclude, by Definition 3.4, thatM ∈ ∆. If, on the other hand,M ∩W 6= ∅, defineMW = M ∩W
andMS = M ∩ S. Therefore,MS is anS-cooperative set. SinceS is a strong set of users, we infer that
ΓMS ,W = ΓY,W , whenceMW ∈ ΓY,W . In addition,Q ∈ ΓY,W = ΓMS ,W . This implies thatMS ∪Q ∈ Γ
and, consequently, thatMS ∪ {x} ∈ Γ′. Therefore, by Definition 3.4,M = MW ∪MS ∈ ∆.

For the other direction, letM be a minterm of∆, and, as before,MS = M ∩ S andMW = M ∩W .
Then eitherMS ∈ Γ′ or bothMW ∈ ΓY,W andMS ∪ {x} ∈ Γ′. We separate the discussion to these two
cases:

If MS ∈ Γ′, thenMS ∪ (Q\ {x}) ∈ Γ. That means thatQ\ {x} ∈ ΓMS ,W . On the other hand, asQ is a
minterm ofΓY,W , it must hold thatQ\ {x} /∈ ΓY,W . Hence,ΓMS ,W 6= ΓY,W . This implies thatMS is not
S-cooperative. But sinceMS ∪ (Q\ {x}) ∈ Γ, the only wayMS is notS-cooperative is ifMS is authorized
by itself in Γ. However,M = MW ∪ MS was a minterm of∆. Therefore,MW must be empty whence
M = MS . This brings us to the sought-after conclusion thatM ∈ Γ.

Now suppose thatMS /∈ Γ′ but MW ∈ ΓY,W andMS ∪ {x} ∈ Γ′. SinceMS ∪ {x} ∈ Γ′ we get that
Q ∪ MS ∈ Γ. On the other hand,MS /∈ Γ′, and thusMS /∈ Γ. Therefore,MS is S-cooperative. Since
MW ∈ ΓY,W , andS is a strong set of users, this implies thatMW ∈ ΓMS ,W . ThereforeMW ∪MS ∈ Γ,
and thusM ∈ Γ. 2

8.2 Simple Compositions

In this section we show that in two simple cases, an ideal WTAS is a composition of two ideal WTASs
defined on sets smaller thanU . The first case is when there are self-sufficient users and the second is where
u2 starts no minterm ofΓ.

Supposeun is a self-sufficient user. LetΓ′ = Γ∅,U1,n−1
be the restriction ofΓ to U1,n−1 (namely, all

authorized sets that do not includeun). By Lemma 4.11, the access structureΓ′ is ideal, and by Claim 4.13,
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Figure 3: Notations for the composition.

it is an ideal WTAS. LetΓ∨ be the simple1-out-of-2 access structure on the set{u′, un}, whereu′ is an
additional dummy user.Γ∨ is clearly an ideal WTAS. It is easy to see thatΓ is the composition ofΓ′ and
Γ∨ via u′.

If Γ has no minterm that starts withu2 then every minterm that containsu1 must contain alsou2 (oth-
erwise, we could have replacedu1 by u2 in order to get a minterm that starts withu2). Hence, for every
U3,n-cooperative set,Y ⊆ U3,n, the access structure thatY induces onU1,2 is the same,ΓY,U1,2 = {U1,2}.
Therefore,U3,n is a strong set of users in this case. Hence, by Theorem 8.4, the access structureΓ is a
composition of two ideal WTASs that are defined on sets smaller thanU .

To conclude, we proved the following lemma:

Lemma 8.5 Let Γ be an ideal WTAS overU . If Γ has self-sufficient users, oru2 starts no minterm ofΓ,
thenΓ is a composition of two ideal WTASs that are defined on sets smaller thanU .

8.3 Identifying Composition Structures

In this section we show that ifΓ is an ideal WTAS, but it is not one of the access structures that were
characterized in Sections 6.3 and 7, then it is a composition of two ideal WTASs as described in Section 8.1.
In view of Lemma 8.5, we assume hereinafter thatu2 is the minimal user in some minterm ofΓ.

Let M1 be the lexicographically minimal minterm inΓ. Let ur be the maximal user inM1. Then since
Γ is neither an HTAS nor a TPAS, there must be at least two users inU1,r−1 that are not inM1. Let u`

be theminimal user inM1 such that at least two users inU1,`−1 are missing fromM1, and letud be the
maximaluser inM1 such thatU1,d ⊂ M1. We denote the users inM1 ∩ Ud+1,`−1, if there are any, by
Y = {y1, . . . , yt}. Note that ifY is not empty thenY is a run ofU , andy1 = ud+2. Next, if Y 6= ∅
we denote the set of users ofU\M1 betweenyt andu` (excluding those two users) byX = {x1, . . . , xs}.
Otherwise, we denote the setUd+2,`−1 asX = {x1, . . . , xs}. Finally, we denote the users ofM1 ∩ U`,n by
Z = {z1, . . . , zm}. Note that the setsX andZ are never empty, and thatz1 = u`. The above notations are
depicted in Figure 3.

We claim that eitherU`,n or Ud+2,n is a strong set of users. We start by partitioningU into W = U1,`−1

andS = U`,n. We show that if all theS-cooperative sets are of the same size, thenΓY1,W = ΓY2,W for
every two cooperative setsY1, Y2 ⊆ S, namely,S is a set of strong users. If, however, that condition does
not hold, we shall show thatUd+2,n is a strong set.

An important result in our study is that allS-cooperative sets are at least as large asZ, namely, their size
is at leastm.

Claim 8.6 Every minterm of the access structureΓ that intersectsW contains at leastm users fromS.

Proof: Assume towards contradiction thatM is a minterm that intersectsW such that|M ∩ S| < m. The
mintermM1 is an independent set of sized + t + m, and thus, by Claim 4.7, every independent set ofM
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that is smaller thand + t + m can be expanded to an independent set of sized + t + m. Therefore, if
|M | < d + t + m, the mintermM can be expanded to an independent setI of sized + t + m; otherwise,
we setI = M . By Lemma 5.2, this expansion can only be done by adding toM users that precedeMmin.
As M intersectsW , the users inI\M are all fromW . Hence,|I ∩ S| = |M ∩ S| ≤ m − 1. Therefore,
|I ∩W | = |I|− |I ∩S| ≥ d+ t+m− (m−1) = d+ t+1. Next, we viewM1 as the canonical complement
of the empty set (see Definition 5.4). Its(d + t + 1)th element isz1. By Lemma 5.6 forP = ∅, Y = M1,
andj = d + t + 1, anyd + t + 1 members ofW form a dependent set. HenceI, which was assumed to be
independent, contains a dependent set. This contradiction implies that|M ∩ S| ≥ m. 2

8.3.1 When AllS-Cooperative Sets are of the Same Size

Here we show that if allS-cooperative sets are of the same size, namely|Z| = m, the setS is a strong set.
We accomplish this by showing that all theS-cooperative sets of sizem induce the same access structure on
W , which is the access structure induced by theS-cooperative setZ. We begin by showing that the weight
of everyS-cooperative set is at least the weight ofZ.

Claim 8.7 LetV ⊆ S be anS-cooperative set. Thenw(V ) ≥ w(Z).

Proof: Assume towards contradiction thatw(V ) < w(Z) and consider the setW ∪ Z. SinceZ is S-
cooperative, the setW ∪Z is authorized. Thus, by Lemma 5.1, it must contain a suffix minterm of the form
B ∪ Z, whereB is a suffix ofW . There are two possible cases: EitherB ∪ V is authorized, or not.

If B ∪ V is authorized, then, sincew(V ) < w(Z), the setB ∪ V is a minterm. Hence, asB ∪ V and
B ∪ Z are two minterms that have the same minimal user,Bmin, Lemma 5.3 implies that|V | = |Z| = m.
The setB∪V is independent inM. If |B∪V | < d+ t+m, Claim 4.7 implies thatB∪V can be expanded
to an independent setI of sized + t + m; if |B ∪ V | ≥ d + t + m, we setI = B ∪ V . By Lemma 5.2,
all users inI\(B ∪ V ) must be fromW . Hence,I includes at leastd + t users fromW . On the other
hand, since|V | = |Z| = m andw(V ) < w(Z), there must be an indexj such thatvj ≺ zj . SinceM1

is the canonical complement of the empty set∅, we get from Lemma 5.6, applied toP = ∅, Y = M1 and
B = I1,d+t+j , that the latter set is dependent. This is impossible sinceI is independent. Therefore,B ∪ V
cannot be authorized.

If B∪V is unauthorized, we letQ be the canonical complement ofB. SinceB∪Z is a minterm, we get
from Lemma 5.3 that|Q| = |Z| = m. On the other hand, by Claim 8.6, sinceV is S-cooperative,|V | ≥ m.
SinceB ∪ V /∈ Γ butB ∪Q ∈ Γ, we infer thatw(V ) < w(Q). Therefore, there must be an indexj ∈ [m]
such thatvj ≺ qj . Thus, by Lemma 5.6, we get thatB ∪ V is dependent. On the other hand, sinceV is
S-cooperative andB is a suffix ofW , the setB ∪ V may be expanded to an authorized superset by adding
to it users that precedeBmin, one by one, until the first time that we get an authorized set. This construction,
where in each stage we add a new user that is smaller than all current users in the set, guarantees that we end
up with a minterm. But a minterm ofΓ cannot contain a dependent set. Therefore, this case is not possible
either. We are lead to the conclusion thatw(V ) ≥ w(Z). 2

We are now ready to prove that all the cooperative sets of sizem induce the same access structure on
W .

Claim 8.8 LetV be anS-cooperative set of sizem. ThenΓV,W = ΓZ,W .

Proof: By Claim 8.7,w(V ) ≥ w(Z). If w(V ) = w(Z), the claim is trivial, sinceΓ is a WTAS. Therefore,
we assume thatw(V ) > w(Z). We first show thatU1,d∪Y ∪V is a minterm ofΓ. SinceM1 = U1,d∪Y ∪Z
is authorized, the setU1,d ∪ Y ∪ V is authorized as well. Assume it is not a minterm. Then, by Lemma 5.1
it contains a suffix minterm of the formB ∪ V , whereB is a suffix ofU2,d ∪ Y . Let Q be the canonical
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complement ofB. SinceB ∪ V is a minterm, by Lemma 5.3, it must be that|Q| = |V | = m = |Z|.
SinceB ∪ Q is authorized andB ∪ Z is unauthorized,w(Z) < w(Q). Therefore, there must be an index
j ∈ [m] for whichzj ≺ qj . Thus, by Lemma 5.6, the setB ∪Z is dependent. However, this set is contained
in U1,d ∪ Y ∪ Z, which is a minterm. This contradiction implies thatU1,d ∪ Y ∪ V is a minterm ofΓ.
Consequently, sinceU1,d ∪ Y ∪ Z is a minterm andU2,d ∪ Y ∪ V is unauthorized (being a proper subset of
a minterm), we infer thatw(Z) + w(u1) > w(V ).

We are now ready to prove thatΓZ,W = ΓV,W . Since we deal with the case wherew(Z) < w(V ), the
inclusionΓZ,W ⊆ ΓV,W is obvious. For the opposite inclusion, it is sufficient to concentrate on minterms
of ΓV,W . Let M be a minterm ofΓV,W . Thus,M ∪ V ∈ Γ, and sinceM ∪ V \Mmin /∈ Γ, the setM ∪ V is
a minterm inΓ. There are two possible cases: Ifu1 ∈ M , the mintermM ∪ V must be of the same size as
M1 by Lemma 5.3. Since|M1| = d+ t+m and|V | = m, we get that|M | = d+ t. AsM1 = U1,d∪Y ∪Z
is the minimal minterm inΓ in terms of the precedence order≺, the weight ofU1,d ∪ Y is minimal among
all sets of sized + t that are contained in a minterm. This implies thatw(M) ≥ w(U1,d ∪ Y ). This, in turn,
implies thatM ∪ Z ∈ Γ and thusM ∈ ΓZ,W .

The second case is whenu1 /∈ M . Assume, towards contradiction, thatM ∪ Z /∈ Γ. Let Q be the
canonical complement ofM . By Lemma 5.3,|Q| = |V | = m = |Z|. SinceM ∪ Z /∈ Γ andM ∪Q ∈ Γ,
w(Z) < w(Q). Therefore, there must be an indexj ∈ [m] such thatzj ≺ qj . Thus, by Lemma 5.6,M ∪ Z
is dependent. However, sinceM ∪ V ∈ Γ andw(Z) + w(u1) > w(V ), we get that{u1} ∪M ∪ Z ∈ Γ.
Moreover, it must be a minterm since any proper subset of{u1} ∪M ∪ Z is of weight that does not exceed
that of the unauthorized setM ∪ Z. We arrived at the absurd situation where the dependent setM ∪ Z is
contained in a minterm. This contradiction implies thatM ∪ Z is authorized, soM ∈ ΓZ,W . 2

Combining Claims 8.6 and 8.8 we arrive at the following corollary.

Corollary 8.9 If there are noS-cooperative sets of size larger thanm, thenS is a strong set.

Example 8.10 Consider the setU = {u1, . . . , u8}, and letΓ be a WTAS where the weights are1, 1, 1, 1, 1,
3 ,3 , and3 and the threshold is6. The lexicographically minimal minterm is{u1, u2, u3, u6}, and so there
is no prefix minterm and no lacunary minterm. In this exampleW = U1,5 andS = U6,8 and the access
structure is a composition of a3-out-of-5 threshold access structure on the week sideW and a2-out-of-4
threshold access structure onS ∪ {u′}, whereu′ is an additional dummy user.

8.3.2 When LargeS-Cooperative Sets Exist

The conclusion from the previous section is that whenever allS-cooperative sets forS = U`,n are of the
same size (i.e.,|Z| = m), the setS is a strong set and, hence, by Theorem 8.4, the access structureΓ is
a composition of ideal WTASs that are defined over two smaller sets. Here, we continue to deal with the
case where there areS-cooperative sets of size larger thanm. In that case we identify another strong set.
Specifically, we show thatUd+2,n is a strong set of users.

Recall that we assume that there are minterms that start withu2. In order to prove thatUd+2,n is a strong
set we show that for everyUd+2,n-cooperative setV , the access structure that it induces onU1,d+1, namely
ΓV,U1,d+1

, is ad-out-of-(d + 1) threshold access structure. The proof has two stages. First we show that
if M is a minterm ofΓ such that|M ∩ S| > m thenM ∩ U1,d+1 = ∅. Therefore, by Claim 8.6, every
Ud+2,n-cooperative setV intersectsS in exactlym users. In the second stage, we analyze the restricted
access structure thatZ induces onW , namelyΓZ,W , and conclude thatΓV,U1,d+1

is a d-out-of-(d + 1)
access structure.

We start with two technical claims. The following claim shows that the weight ofz1 is much larger than
the weights of the users preceding it.
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Claim 8.11 w(ud+1) + w(x1) < w(z1).

Proof: Suppose the claim is false andw(ud+1) + w(x1) ≥ w(z1). Then we can replacez1 by ud+1 andx1

in the mintermM1, and get an authorized setM ′
1. By Lemma 5.1, this set contains a suffix minterm. This

minterm must intersectW , sinceZ by itself is unauthorized. But thenM ′
1 would be a minterm that contains

only m− 1 elements ofS, in contradiction to Claim 8.6. 2

Claim 8.12 The setsU1,d ∪ Y ∪ {x1} andU1,d+1 are circuits ofM – the matroid that corresponds toΓ.

Proof: We start with the setV := U1,d ∪ Y ∪ {x1}. Denote byΓ′ the restrictionΓZ,W\{ud+1}. By
Lemma 4.11 and Claim 4.13,Γ′ is an ideal WTAS. Moreover, the setU1,d ∪ Y is a prefix minterm of this
access structure. Therefore, by Theorem 6.7,Γ′ is a HTAS. Thus, by Claim 6.2,V is a circuit of the matroid
that corresponds toΓ′ and its size is|V | = d + t + 1. As M1 is the canonic complement of the empty set,
z1 is its (d + t + 1)th element, andx1 ≺ z1, we conclude by Lemma 5.6 thatV is dependent inM. It must
be a circuit inM for, otherwise, by Lemma 4.12, we would get a contradiction to the fact that it is a circuit
in the matroid that corresponds to the restrictionΓ′.

The proof forU1,d+1 is similar. LetΓ′′ = ΓY ∪Z,U1,d+1
be the restriction thatY ∪ Z induces onU1,d+1.

It is an ideal WTAS andU1,d is a prefix minterm in it. Thus, by Claim 6.2,U1,d+1 is a circuit of the matroid
that corresponds toΓ′′. As ud+1, which is the(d + 1)th user inU1,d+1, precedes the(d + 1)th user in the
canonical complement of the empty set (which isy1, or z1 if Y = ∅), we infer by Lemma 5.6 thatU1,d+1 is
dependent inM. Finally, by Lemma 4.12, the setU1,d+1 must be a circuit ofM. 2

We now turn to show that largeS-cooperative sets are not contained in minterms that intersectU1,d+1.
This is done in two steps. First we show that ifV is anS-cooperative set of size larger thanm, there exists
a suffixB of Y such thatB ∪ V is a minterm. Then, relying upon this result, we show that no minterm of
ΓV,W intersectsU1,d+1. These claims enable us to prove later on thatUd+2,n is a strong set.

Claim 8.13 If there exists anS-cooperative setV of size larger thanm, there exists a suffixB of Y such
thatB ∪ V is a minterm.

Proof: Consider the setA := U1,d ∪ Y ∪ V . Since|V | > |Z|, the setA cannot be a minterm, as implied
by Lemma 5.3. By Claim 8.7,w(V ) ≥ w(Z). Thus, the setA is authorized and, consequently, it contains a
suffix minterm of the formB ∪ V whereB is a proper suffix ofU1,d ∪ Y .

In order to prove the claim, we need to show thatB ⊆ Y . Assume, towards contradiction, that it is not,
namely, thatBmin ∈ U1,d. Let Q = B\{Bmin} ∪ {x1}. SinceBmin ≺ x1, the weight ofQ is at least the
weight ofB, and therefore,Q ∪ V is an authorized set. Hence, it has a suffix minterm that must contain
{x1}∪V . The union of this minterm and the mintermB∪V is B∪{x1}∪V . We claim that all the users in
V are critical forB ∪ {x1} ∪ V , in the sense of Definition 4.3. Letvi ∈ V and assume that it is not critical,
i.e., B ∪ {x1} ∪ V \ {vi} ∈ Γ. SinceB ∪ V \{Bmin} /∈ Γ (becauseB ∪ V is a minterm), we conclude
that w(B ∪ V \{Bmin}) < w(B ∪ {x1} ∪ V \ {vi}), whencew(vi) < w(Bmin) + w(x1). Therefore, as
w(z1) ≤ w(vi) andw(Bmin) ≤ w(ud+1), we arrive at the conclusion thatw(z1) < w(ud+1) + w(x1), in
contradiction with Claim 8.11. This implies that all of the users ofV are critical forB∪{x1}∪V . Thus, by
Corollary 4.5, the setB ∪ {x1} is dependent. However,B ∪ {x1} is properly contained inU1,d ∪ Y ∪ {x1},
which , by Claim 8.12, is a circuit ofM. This contradiction implies thatB does not intersectU1,d and it is
therefore a suffix ofY . 2

Remark 8.14 If there is anS-cooperative setV of size larger thanm, the setY is not empty. Otherwise,
the setB in Claim 8.13 would be empty, whenceV is a minterm in contradiction to our assumption thatV
is S-cooperative. Therefore, in the rest of this section we assume thatY is not empty.
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Claim 8.15 If V is an S-cooperative set of size larger thanm and A is a minterm of ΓV,W , thenA ∩
U1,d+1 = ∅.

Proof: Suppose there is a mintermA ∈ ΓV,W such thatA ∩ U1,d+1 6= ∅. We pick a mintermA of that sort
having the property thatA∩(Y ∪X) ¹ M∩(Y ∪X) for all mintermsM ∈ ΓV,W such thatM∩U1,d+1 6= ∅.
By Claim 8.13, there is a suffixB of Y such thatB ∈ ΓV,W . Therefore, asA is a minterm ofΓV,W , it must
be thatY 6⊆ A (otherwise, ifY ⊆ A, the mintermA∪ V would have been a proper superset of the minterm
B ∪ V sinceA includes in addition users fromU1,d+1). Let j be the smallest index such thatyj /∈ A
(recall thatY 6= ∅) and consider the setQ = A \ {Amin} ∪ {yj}. SinceAmin ∈ U1,d+1, we conclude that
w(Amin) ≤ w(yj). ThusQ ∪ V is authorized inΓ and must contain a suffix mintermM ′ that containsyj .
The union ofA ∪ V andM ′ is A ∪ {yj} ∪ V . The discussion now separated two cases: eitherA is a run of
U or it is not.

If A is a run ofU , then we first claim that every user ofV is critical forA ∪ {yj} ∪ V . Let vi ∈ V and
assume that it is not critical forA ∪ {yj} ∪ V , i.e.,A ∪ {yj} ∪ V \ {vi} ∈ Γ. SinceA ∪ V \ {Amin} /∈ Γ
(as A ∪ V is a minterm), we conclude, by comparing the weights of the two latter sets, thatw(vi) <
w(Amin) + w(yj). However, sincew(z1) ≤ w(vi), w(yj) ≤ w(x1), andw(Amin) ≤ w(ud+1), we get
thatw(z1) < w(ud+1) + w(x1), in contradiction with Claim 8.11. Therefore, all users inV are critical for
A∪{yj}∪V . Thus, by Corollary 4.5, the setA∪{yj} is dependent. Since we are now dealing with the case
whereA is a run ofU , the setA ∪ {yj} must be contained inU1,d+1 ∪ Y . SinceA ∪ {yj} is dependent, it
includes a circuitC. That circuit must include the userud+1, for, otherwise,C would have been a subset of
the independent setU1,d ∪Y . Moreover, the circuitC must also containyj , for otherwiseC ⊆ A while A is
contained in a minterm and thus is independent. On the other hand, by Claim 8.12, the setU1,d+1 is a circuit
of M that does not containyj . Therefore,ud+1 is in the intersection of the two distinct circuitsU1,d+1 and
C. Hence, by Lemma 4.6, the setU1,d+1 ∪ C \ {ud+1} is dependent. But that latter set is contained in the
independent setU1,d ∪ Y . This contradiction settles the statement wheneverA is a run ofU .

If A is a not run ofU , we claim that every userai ∈ A such thatyj ≺ ai is critical for A ∪ {yj} ∪ V .
Otherwise we could replace the userai in the mintermA ∪ V with the useryj and still get a minterm that
intersectsU1,d+1. But this would contradict our choice ofA as a minterm that is lexicographically minimal
in Y ∪ X. This implies that all users ofA ∪ {yj} ∪ V that have weight greater than or equal toyj are
critical for that set. In particular, the subset(A ∩X) ∪ V consists of only critical users and, consequently,
by Claim 4.5, the setA\X ∪ {yj} is dependent. SinceA is contained in a minterm, this dependent set must
contain a circuitC that containsyj . SinceU1,d ∪ Y is an independent set ofM, it must be thatud+1 ∈ C,
otherwiseC is properly contained in an independent set. However, sinceU1,d+1 is a circuit ofM, we get
thatud+1 is in the intersection of two distinct circuits,C andU1,d+1 (note thatyj ∈ C but yj /∈ U1,d+1).
Therefore, by Lemma 4.6, the setC ∪U1,d+1\ {ud+1} is dependent. However, this set is properly contained
in U1,d∪Y which is an independent set ofM, and thus we arrive at a similar contradiction as in the previous
case. 2

We now turn to the second stage of showing thatUd+2,n is a strong set. We will show that the existence
of largeS-cooperative sets and the existence of minterms that start withu2 imply thatUd+2,n is a strong
set. By Claim 8.15, everyUd+2,n-cooperative set intersectsS in exactlym users. By Claim 8.8, ifV is an
S-cooperative set of sizem thenΓV,W = ΓZ,W . Therefore, it is enough to study the minterms inΓZ,W that
intersectU1,d+1. Somehow, surprisingly, the existence of a largeS-cooperative set affects the structure of
ΓZ,W .

Claim 8.16 If there is anS-cooperative setV of size larger thanm, there exists a suffixB of Y such that
B ∪ {x1} ∈ ΓZ,W .
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Proof: By Claim 8.13, there exists a suffixB of Y such thatB ∪ V is a minterm ofΓ. We next prove
thatB ∪ {x1} ∪ V \ {v1} ∈ Γ. ReplacingBmin with x1 in B ∪ V , we get an authorized set. Denote byM ′

the suffix minterm contained in that set and note that the union ofM ′ andB ∪ V is exactlyB ∪ {x1} ∪ V .
We claim thatv1 cannot be critical forB ∪ {x1} ∪ V . If it was critical, then every user inV would also be
critical for that set and thus, by Corollary 4.5, the setB ∪{x1} would be dependent inM. However, the set
B ∪ {x1} is properly contained inU1,d ∪ Y ∪ {x1}, which is a circuit by Claim 8.12. Therefore,B ∪ {x1}
is independent, and thusv1 cannot be critical forB ∪ {x1} ∪ V . Hence, the setB ∪ {x1} ∪ V \ {v1} is
authorized. But since it is obtained from the mintermB ∪ V by replacingv1 with x1 ≺ v1, it must be also a
minterm.

We now prove the claim by induction on the size ofV . If |V | = m + 1, then sinceB ∪ {x1} ∪ V \ {v1}
is a minterm, we conclude thatB ∪ {x1} is in ΓV ′,W , whereV ′ = V \ {v1} is anS-cooperative set of
sizem. But since, in view of Claim 8.8,ΓV ′,W = ΓZ,W , we arrive at the sought-after conclusion that
B ∪ {x1} ∈ ΓZ,W . If |V | > m + 1, thenV ′ is anS-cooperative set of size|V | − 1. Hence, we may apply
the induction hypothesis to conclude that there exists a suffixB of Y such thatB ∪ {x1} ∈ ΓZ,W . 2

The other assumption that affects the structure ofΓZ,W is that there are minterms ofΓ that start withu2.

Claim 8.17 If u2 is the minimal user in some minterm ofΓ, thenU2,d+1 ∪ Y is a minterm ofΓZ,W .

Proof: The access structureΓZ,W is an ideal WTAS and its lexicographically minimal minterm isU1,d∪Y .
Let M be a minterm ofΓ that starts withu2. In particular,M intersectsW . By Claims 8.6 and 8.15, the
mintermM contains exactlym members ofS. Thus, By Claim 8.8,ΓM∩S,W = ΓZ,W . This implies that
M ∩W is a minterm ofΓZ,W that starts withu2. Recall that, by Remark 8.14,Y 6= ∅. Hence, Claim 7.1
applies to the access structureΓZ,W , and the setU2,d+1 ∪ Y is a minterm ofΓZ,W . 2

We may now describe the structure ofΓZ,W . Since we assume that there exists a minterm ofΓ that starts
with u2, the setU2,d+1∪Y is a minterm ofΓZ,W , as implied by Claim 8.17. AsU2,d+1∪Y is a run, and it is
a prefix inW\ {u1}, we get that the restrictionΓZ,W\{u1} has a prefix minterm. Therefore, by Theorem 6.7,
it is an HTAS. The threshold of the first level is|U2,d+1 ∪ Y | = d + t. By Claim 8.16, the run minterm of
this HTAS that ends withx1 starts with an element ofY . Therefore, the transition between the first and the
second level in that HTAS (if exists) occurs withinY . This enables us to prove thatUd+2,n is a strong set of
users.

Claim 8.18 Suppose there is anS-cooperative set of size larger thanm, and that there is a minterm ofΓ
that starts withu2. ThenUd+2,n is a strong set of users.

Proof: In order to show thatUd+2,n is a strong set of users, we show that for anyUd+2,n-cooperative set
V , the corresponding restriction induced byV onU1,d+1, namelyΓV,U1,d+1

, is ad-out-of-(d + 1) threshold
access structure. LetV be aUd+2,n-cooperative set. Hence, there existsA ⊆ U1,d+1 such thatA ∪ V is a
minterm ofΓ. DenoteV ′ = V ∩W andV ′′ = V ∩S. Note that the setV ′′ is S-cooperative. Moreover, since
A∪ V is a minterm ofΓ, there exists a minterm ofΓV ′′,W that intersectsU1,d+1. Therefore, by Claim 8.15,
we conclude that|V ′′| = m. Thus, by Claim 8.8,ΓV ′′,W = ΓZ,W . Consequently, sinceA∪V ′ is a minterm
of ΓV ′′,W , it is also a minterm ofΓZ,W .

We claim that the size of that minterm is|A ∪ V ′| = d + t. Indeed, if the minimal user inA ∪ V ′ is u1

then, by Lemma 5.3,|A ∪ V ′ ∪ V ′′| = |M1| = d + t + m, so, as|V ′′| = m, we get that|A ∪ V ′| = d + t.
Otherwise,A ∪ V ′ ⊆ W\{u1} and, consequently,A ∪ V ′ ∈ ΓZ,W\{u1}. But the latter access structure was
shown above to be an HTAS; furthermore, we showed that the first level in that HTAS includes all ofU1,d+1

and the corresponding threshold isd + t. SinceA ∪ V ′ starts withinU1,d+1, it is of sized + t.
We proceed to show that for anyD ⊆ U1,d+1 of sized, D ∪ V ∈ Γ. Sincew(D) ≥ w(U1,d), we need

only to show thatU1,d ∪ V ∈ Γ. We know thatM1 = U1,d ∪ Y ∪ Z ∈ Γ. SinceA ⊆ U1,d+1 it must be that

33



|A| ≤ d (otherwiseA = U1,d+1 and thenA ∪ V would be a minterm that precedesM1 with respect to the
lexicographical order). Hence,|V ′| ≥ t. SinceY consists of the firstt users inUd+2,n, we conclude that
w(V ′) ≥ w(Y ). ThereforeV ′ can replaceY in M1 and soU1,d ∪ V ′ ∈ ΓZ,W = ΓV ′′,W . This implies that
U1,d ∪ V ′ ∪ V ′′ = U1,d ∪ V ∈ Γ, as required. Hence, every subset ofd users fromU1,d+1 completesV to
an authorized set. We need to show now that no smaller subset ofU1,d+1 completesV to an authorized set.

To that end, letB be a minterm ofΓV,U1,d+1
. We proceed to show that|B| ≥ d. Using the above

notations,B∪V ′∪V ′′ is a minterm ofΓ, or, equivalently,B∪V ′ is a minterm ofΓV ′′,W = ΓZ,W . Arguing
along the same lines as we did forA∪V ′, we conclude that|B ∪ V ′| = d+t. Assume towards contradiction
that |B| < d. Then|V ′| > t and, consequently, asV ′ ⊂ Ud+2,n, we get thatw(V ′) ≥ w(Y ∪ {x1}). But
according to Claim 8.16,Y ∪{x1} ∈ ΓZ,W . Hence, sinceΓZ,W = ΓV ′′,W , we infer thatY ∪{x1}∪V ′′ ∈ Γ.
This implies that alsoV ′ ∪ V ′′ = V is authorized, in contradiction to our assumption thatV is aUd+2,n-
cooperative set. That completes the proof. 2

8.4 Proof of Theorem 3.5 – The Characterization Theorem

Let Γ be an ideal WTAS defined on a set of usersU and letM1 be its lexicographically minimal minterm.
If eitherΓ has self-sufficient users oru2 starts no minterm ofΓ, then, by Lemma 8.5, the access structureΓ
is a composition of two ideal WTASs on smaller sets of users.

If M1 is a prefix then, by Theorem 6.7, the access structureΓ is an HTAS. IfM1 is a lacunary prefix,
namely,M1 = U1,d∪Ud+2,k for some1 ≤ d ≤ k−2 andk ≤ n, then, by Theorem 7.6, the access structure
Γ is a TPAS. Otherwise, by Corollary 8.9 and Claim 8.18, there exists withinU a subset of strong users. In
this case, we conclude by Theorem 8.4 that the access structureΓ is a composition of two ideal WTASs that
are defined on sets smaller thanU .

As for the other direction, HTASs are ideal and may be realized by linear secret sharing schemes, as
shown in [6, 32]. TPASs are also ideal and may be realized by linear secret sharing schemes, as shown
herein in Section 7.1. Finally, given two ideal access structures, we showed in Lemma 8.1 how to construct
an ideal secret sharing scheme for their composition. Hence, the composition is also ideal. Furthermore, by
Lemma 8.1, if the secret sharing schemes for the two basic access structures are linear, so is the resulting
scheme for the composition of the two access structures. This completes the proof of the characterization
theorem. 2
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